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1. OBHIME NOJIOXKXEHUSA

1.1. Hacrosmas [Tonutuka «CeBepusiit Haponnsiit bank» (ITAO) (nanee — bank) B o61act 00paboTKH
U 3aIUTHl MEPCOHANBHBIX MaHHbIX» (manee — IlonurTuka) paspaboraHa Ha ocHoBaHuU DeaeparbLHOTO
3akoHa oT 27.07.2006 Ne 152-®3 «O nepcoHanbHbIX JaHHBIX» (Hanee — DenepanpHblil 3akoH Ne 152-D3)
B L[eJIsIX 00eCIeUeH s 3alUThI IIPaB U CBOOO]] CyObEKTOB MEPCOHATBHBIX TAHHBIX.

1.2. lensro nannoii [lomutuku sBisieTcss oOecrieueHre peanu3alui TpeOOBaHUN 3aKOHOMATEIhCTBA
Poccuiickoit @enepannu B 0651acTé 00pabOTKH NEPCOHAIBHBIX JaHHBIX IIyTEM YCTaHOBJICHUS OCHOBHBIX
MIPUHIIMIIOB, YCIOBUI ¥ MOAXOJ0B K 00pa0OTKe M 00ECIeueHUI0 OE30MacHOCTH MEPCOHATBHBIX JaHHBIX
npu ux o0padorke B banke.

1.3. IlepconanpHble JaHHBIE SBIAIOTCS KOH(MUISHIHAIbHOM uHGpOpMaluel, oxpaHsieMoil B
COOTBETCTBUM C JCUCTBYIOIIMM 3akoHoaarenbcTBOM  Poccumiickoir @enepauuu, M Ha HHX
pacrnpocTpaHsoTCA Bce TPeOOBaHUs, yCTaHOBJICHHbIE BHYTPEHHUMH TIOKyMeHTaMu baHka, CBSI3aHHBIMHU C
obecriedeHreM 3aIuThl KOH(PHIEHIMATBHON HH(OPMAIIHH.

1.4. OGpabotka, obecrieueHrne KOH(PUICHIINATLHOCTH U 0€30MMaCHOCTH MIEPCOHANILHBIX JaHHBIX B baHke
OCYIIECTBIISIETCS. B COOTBETCTBHHM C TpPeOOBaHMSIMH JCHUCTBYIOIIETO 3aKOHOJAATENbCTBA Poccuiickoi
®denepanuu, HopMaTUBHBIMU akTamu banka Poccuun u BHyTpeHHHMH TOKyMeHTaMu baHka.

2. TEPMMHBI U ONTPEAEJIEHU S

2.1. B Hactosmeli [lonuTrke NCoONb3yOTCS ClIeyIOIINe TEPMUHBI U ONIPEIEICHU:

ABTOMaTH3HMpPOBaHHAs 00pa0oTKa NeEepPCOHAJbHBIX [JAaHHBIX — O00pabOTKa IEepPCOHAIbHBIX
JAHHBIX C MOMOILBIO CPEJCTB BHIUMCIUTEIILHON TEXHUKU.

BioxkupoBaHue nepcoHaJbHBIX JAHHBIX — BPEMEHHOE PEKpallieHre 00padOTKH MEPCOHATIBHBIX
JAHHBIX (32 HMCKJIIOUEHMEM Clly4yaeB, e€clii 00paboTka HeoOXoAuMma sl YTOYHEHHUS I[EePCOHAIbHBIX
JAHHBIX ).

HNudopmanmnonHas cucreMa NepCcOHAIbHBIX JAHHBIX — COBOKYITHOCTb COZIEpIKaIIUXCs B 0azax
JaHHBIX TEPCOHAIBHBIX AAHHBIX U 00ECIEYMBAOIINX MX 00pabOTKYy MH(POPMAIIMOHHBIX TEXHOJIOTHH U
TEXHUYECKHUX CPEJICTB.

O0e3iMuYMBaHNe NEPCOHAJIBHBIX JAHHBIX — JEHCTBHUS, B pe3yjbTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOXXHBIM 0€3 HCIIOJIb30BaHMsI JIOMOJHUTENbHOW HH(pOpMAIMKU ONPEAETUTh MPUHAJIEKHOCTD
MIEPCOHANIBHBIX JAHHBIX KOHKPETHOMY CyOBEKTY MEPCOHAIbHBIX JaHHBIX.

O0padoTKa nepcoHaTbHBIX JAHHBIX — JTI000€ IeHCTBHE (Onepalys) Wi COBOKYITHOCTh AEHCTBHUM
(omepanuii), cCoBepIIaeMbIX C UCIOJIB30BAaHUEM CPEJCTB aBTOMATH3AalMU MM 0€3 UCIIOJIb30BAHUS TAaKUX
CPEeZCTB C NEPCOHATBHBIMU JJAHHBIMH, BKJItOUYasi cOOp, 3alUCh, CUCTEMATH3aINI0, HAKOIJIEHHE, XpaHEHHUE,
yTouHeHue (OOHOBIEHHME, W3MEHEHHE), H3BJICUYEHHUE, HCIIONIBb30BaHUE, Iepenady (paclpoCTpaHEHHUE,
IPEOCTaBIEHUE, JOCTYI), O0e3ln4YuBaHue, OJOKMpPOBaHUE, YAAJCHHE, YHUUTO)KEHUE MEePCOHAIBHBIX
JAHHbIX.

OmnepaTop — rocyJapcTBEHHbII OpraH, MyHMLIMIAIBHBIA OpraH, I0pUIMYECKOe WIH (U3nUecKoe
JIMIIO0, CAMOCTOSITETIbHO WJIM COBMECTHO € JPYTUMHM JIMIAMHM OpraHU3YIOMKE U (MJIU) OCYLIECTBIISIOIINE
00paboOTKy MEPCOHAIBHBIX JAHHBIX, a TAaKXKe OMpPEIeIIoNIie eI 00paboTKH NMEepCOHANbHBIX JaHHBIX,
COCTaB MEpPCOHAJBHBIX JaHHBIX, MOJUIEKAIIMX 00paboTke, IeHCTBUS (Omepaluu), COBEpIIAEMbIE C
NIEPCOHAILHBIMU JIAHHBIMH.

IlepconanbHble aaHHble — 00as WHGOPMANHS, OTHOCSIIASCS K TMPSMO WA KOCBEHHO
OTIpeIeICHHOMY WU OTpeensieMoMy (hU3HUeCKOMY JHILY (CYOBEKTY MepCOHATBHBIX TAHHBIX ).
BbuoMerpnueckue nmnepcoHabHbIEe [aHHble — CBEICHHUS, KOTOpPbIE XapaKTEPHU3YIOT

(bu3MOIOTHYECKUE U OMOJIOTHYECKHE OCOOCHHOCTH YEJIOBEKAa, HA OCHOBAaHUHY KOTOPBIX MOKHO YCTAaHOBUTH
€ro JIMYHOCTb.

HpeZIOCTaB.]IeHl/Ie MEPCOHAJIBHBIX JAaHHBIX — )ICfICTBI/ISI, HAITPaBJICHHBIC Ha PACKPLITHUEC
NEPCOHANIBHBIX JAHHBIX OMPCACICHHOMY JIMIY WJIM ONIPCACIACMOMY KPYTY JIUII.
PaCHPOCTpaHeH]/le MNEPCOHAJTBHBIX JAHHBIX — )ICfICTBI/ISI, HaIpaBJICHHBIC Ha PacCKpPbITUC

MIEPCOHANIBHBIX JAaHHBIX HEOIIPEIEIIEHHOMY KpPYTY JIULI.

TpancrpannyHasi nepegaya NnepcoHAJbHBIX JAHHBIX — Mepefaya MepCOHAIBHBIX JaHHBIX Ha
TEPPUTOPUI0O MHOCTPAHHOTO I'OCYAApCTBA OpraHy BJIACTH MHOCTPAHHOIO IOCYIapCcTBa, MHOCTPAHHOMY
(bu3nyecKoMy JHILY WIK HHOCTPAHHOMY IOPUIUYECKOMY JIUILY.

YHUUYTOKeHNEe NEePCOHANbHBIX JaHHBIX — JCHCTBUS, B pe3yjbTare KOTOPBIX CTAHOBHUTCS
HEBO3MOXXHBIM BOCCTAaHOBUTH COJEpKAHHE TMEPCOHANBHBIX MTaHHBIX B HMH(YOPMAIMOHHON cHCTeMe
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MEPCOHANBHBIX JIaHHBIX U (WJIM) B pe3yJbTaTe KOTOPHIX YHUYTOXKAIOTCS MaTepUaIbHbIE HOCUTENH
MEePCOHANBHBIX TAaHHBIX.

Buyrpudankosckas uHdpopmanusa (1anee BBU) — urpopManms OrpaHMYEHHOTO JOCTYIIA,

oOpabatbiBacMasi B banke Ha 3aKOHHBIX OCHOBAaHMUSAX, M TpeAcTaBisiomas codoit Kommepueckyio Taiiny,
bankoBckyto Taliny unu [lepcoHanbHbie TaHHBIE.

3. HEJIX OBPABOTKHU IIEPCOHAJIBHBIX TAHHBIX

3.1.

O6pa60T1<a NEPCOHATIBbHBIX JaHHBIX B banke JOJIKHa OrpaHUYUBaThBCA JOCTHXKEHUEM KOHKPETHBIX,

3apaHee OIpENeIEHHBIX M 3aKOHHBIX wHeneid. He momyckaercss o0paOoTka NEpCOHANBHBIX JaHHBIX,
HECOBMECTHMas C LEIIMU COOpa EePCOHANBHBIX JIaHHBIX.

3.2.

bank ocy1ecTBisieT 00pabOTKy NEPCOHATIBHBIX JAHHBIX B CIETYIOIUX LENAX:

OCYILIECTBIICHHE JIEATEILHOCTH, MPEAYCMOTpEeHHON YcTraBoMm baHka, BKIO4as WH(POpMAIMOHHOE
obecrieueHue aeaTesbHOCTH baHka,

OCYILIECTBIIEHHE TPYAOBBIX OTHOLIEHUH ¢ paboTHUKaMu baHka;

3aKJIIOYEHUE, UCIIOJIHEHUE U MPEeKpalleHHe I'PakJaHCKO-IPAaBOBBIX JOIOBOPOB € (PM3NYECKHUMH,
IOPUANYECKHAM JIMIIAMH, UHAUBUYAIIBHBIMY NIPEANPUHUMATENAMA U UHBIMU JIMLIAMH, B CIIy4asXx,
IIPEAYCMOTPEHHBIX JEHCTBYIOIIMM 3aKOHOAATeNbCTBOM Poccuiickonn ®enepanuun u YcraBom
banka;

OpraHu3alys U IPOXOXKJICHNUE MPAKTUKU CTYIEHTOB yUeOHBIX 3aBe/ICHUI;

UCIIOJIHEHUE TpeOoBaHUN 3akoHOjaTenbcTBa Poccuiickoit denepanuy B TOM 4YuCI€ B CBA3HU: C
UCUHUCIIEHUEM U YIUIATOM Hajlora Ha JOXOJbl (PM3HYECKHX JIUL, IIEHCUOHHOTO 3aKOHOJATeNIbCTBA
npu GOpPMHUPOBAHUH ¥ TPEACTABICHUU MEPCOHU(DUITMPOBAHHBIX JAaHHBIX O KaXIOM IOJydarese
JIOXOJIOB, YYHUTBHIBAEMBIX IPH HAYMCIEHUH CTPAXOBBIX B3HOCOB Ha 00s3aTelbHOE MEHCHOHHOE
CTpaxoBaHUE, U OOECIIeUeHUE 3alI0JIHEHUS IEPBUYHON CTAaTUCTUYECKOM IOKyMEHTALINN;
OpraHU3alyy NPOIyCKHOTO PEKHUMA,

00paboTKu oOpaleHuit 1 00paTHOH CBS3H,

1o100pa HOBBIX PAOOTHUKOB HA BaKaHTHBIE JOJKHOCTH;

pasMeleHnss OMOMETPUUYECKUX IEePCOHAIBHBIX JaHHBIX TIpaXJaH B €IUHOW OMOMETpUYEeCKOM
cucreme (EBC);

peructpanysi NEpPCOHAIBbHBIX JAHHBIX TpaXJAaH B €AUMHOW cHUcTeMe UACHTUPUKAIUMU U
ayrentudukanuu (ECHUA).

4. IPABOBBIE OCHOBAHUSA OBPABOTKU INIEPCOHAJIBHBIX TAHHBIX

4.1.

HpaBOBBIMI/I OCHOBaHUAMU O6pa6OTKI/I MNEPCOHANIBHBIX JAaHHBIX SABJIAIOTCA COBOKYIIHOCTH

HOPMATHUBHBIX NPaBOBBIX AaKTOB, BO HCIIOJHEHHE KOTOPbIX W B COOTBETCTBUM C KOTOphIMH baHk
OCYIIECTBISIET 00pabOTKY NMEPCOHANBHBIX JaHHBIX, @ UMEHHO:

TpynoBoii kogekc Poccuiickoit @enepanuu;

I'paxxnanckuii konekc Poccuiickon @enepanny;

Hauoroseiit konekc Poccuniickoit denepanuu;

®enepanbhblii 3ak0H 0T 02.12.1990 Ne 395-1 «O 6ankax 1 GaHKOBCKOW JESTEILHOCTH;
®enepanbubiii 3ak0H 0T 07.08.2001 Ne 115-D3 «O npoTuBoIeCTBUM JieTaNU3alUU (OTMBIBAHUIO)
JIOXOJIOB, TMOJIYYEHHBIX MPECTYNHBIM IyTeM, U (UHAHCUPOBAHUIO Teppopu3May (Janee —
®enepanbHblil 3akoH Ne 115-D3);

®enepanbhblii 3ak0H 0T 02.10.2007 Ne 229-D3 «O06 HCTIOTHUTEIFHOM ITPOU3BOICTBEY;
®enepanbHblil 3ak0H 0T 30.12.2004 Ne 218-P3 «O KpeIUTHBIX UCTOPUIXY;

@®enepanbhbiii 3akoH oT 27.07.2006 Ne 149-®3 «O6 wunbopmanuu, HHOOPMALMOHHBIX
TEXHOJIOTUSX U 0 3aimuTe nHpopMmarumny» (nanee — deaepanbubiii 3akoH Ne 149-D3);
®enepanbhblil 3ak0H OT 21.12.2013 Ne 353-D3 «O notpebutenbckoM KpeauTe (3aime)y;
®epnepanbhbliii 3ak0oH OT 27.06.2011 Ne 161-03 «O HaMOHATBHOM IJIATEXKHON CUCTEMEY;
@enepanbublii 3ak0H 0T 01.04.1996 Ne 27-®3 «O0 MHIUBUAYAIEHOM (TIEPCOHUPHUIIMPOBAHHOM)
ydere B cucTeMe 0053aTelIbHOTO IEHCHOHHOTO CTPAXOBAHUS;

®denepanbHblii 3aK0H OT 22.04.1996 Ne 39-D3 «O pbIHKE IEHHBIX OyMary;

®enepanbublid 3ak0H 0T 31.05.2002 Ne 62-D3 «O rpaxxkmanctse Poccuiickoit @eaepanumy;
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Oepnepanbubiii 3akoH oT 03.07.2016 Ne 230-®3 «O 3amure mpaB U 3aKOHHBIX HHTEPECOB
(U3MYECKUX JIMILL IPU OCYLIECTBICHNUN IEATEIHOCTH 110 BO3BpATy MPOCPOUYEHHON 3a10JKEHHOCTH
U 0 BHeceHHMM u3MeHeHwii B DenepanbHblii 3ak0H «O MUKPOUHAHCOBOW JEATEIBHOCTU H
MHUKPO(UHAHCOBBIX OPraHU3aALUAXY;

®enepanbubiii 3ak0H 0T 23.12.2003 No 177-®@3 «O cTrpaxoBaHWHM BKJIAI0B (HU3UUYSCKUX JIUI] B
O6ankax Poccuiickoii @enepanumy;

®denepanbHblii 3ak0H 0T 26.10.2002 Ne 127-D3 «O HecocToATeNbHOCTH (OaHKPOTCTBE)Y;
®enepanpubiii 3akoH oT 10.12.2003 Ne 173-®3 «O BaJlOTHOM pEryJMPOBaHUU U BAJTIOTHOM
KOHTPOJIE»;

®enepanbublii 3akoH 0T 06.04.2011 Ne 63-D3 «O0 37IeKTPOHHOM MOATUCHY;

®enepanbHblil 3aK0H 0T 26.12.1995 Ne 208-D3 «O06 aknoHEpHBIX 00IIECTBAXY;

[TocranoBnenue IlpaBurensctBa Poccuiickoit ®Pepepaumu ot 01.11.2012 Ne 1119 «O6
YTBEP)KJICHUM TpeOOBaHUI K 3allluTe MEepCOHAJIbHBIX JaHHBIX IIpU HMX 0O0paboTke B
UH(POPMALMOHHBIX CHCTEMAaX MEPCOHATBHBIX TAaHHBIXY,

[TocranoBnenue [IpaBurenscTBa Poccuiickoit @enepammu ot 30.06.2018 Ne 772 «O06 onpeneneHumn
COCTaBa CBEJICHUH, pa3MeIIaeMbIX B eIMHOW MH()OPMAIIMOHHON CHCTEME TMEPCOHAIBHBIX JaHHBIX,
oOecneunBaromeii 00paboTKy, BKIOYas cOOp M XpaHEHHE, OMOMETPUYECKHUX IEePCOHAIBHBIX
JAHHBIX, UX IIPOBEPKY U Iepenady MH(GOpPMaIUU O CTENEHU UX COOTBETCTBUS IPEIOCTABICHHBIM
OMOMETPUUECKUM MEPCOHANIBHBIM JaHHBIM rpaxkaaHuHa Poccuiickoit denepanuu, BKIOYAs BUL
OMOMETPUYECKUX MEPCOHANBHBIX JaHHBIX, a TAK)KE€ O BHECEHMHM M3MEHEHUH B HEKOTOPBIE AKTbI
IIpaBurenscrBa Poccuiickoit denepanuny;

[TocranoBnenue IlpaBurensctBa Poccuiickoit ®emepanmu ot 29.06.2018 Ne 747 «O6
yYCTaHOBJICHHH TPeOOBaHUN K (PUKCHPOBAHUIO IEHCTBUI MPH pa3MEIIEHUH B JIEKTPOHHOH (hopme
B €IUHOM CcUCTeM€ MWJICHTU(UKALMU U ayTeHTU(HUKALMU CBEICHHH, HEOOXOAMMBIX JUIS
peructpauuu rpaxaanuHa Poccuiickoit ®denepannu B YKa3aHHOM CHCTEME, U MHBIX CBEICHHIA,
HPEIYyCMOTPEHHBIX (efepabHbIMU 3aKOHAaMM, a TaKXke IpPU pa3MEUIeHHH OHOMETPUYECKUX
NEPCOHANBHBIX JaHHBIX TpaxnaHuHa Poccuiickoii ®enepanyu B enuHOW WHGOPMAIMOHHOM
cUCTeME MEepCOHAJBHBIX JaHHBIX, oOecreuynBaromeil o0paboTKy, BKIOYas cOOp M XpaHEHHE
OMOMETPUUYECKUX MEPCOHATBHBIX JAaHHBIX, X IMPOBEPKY U Nepeaadyy MHPOpMAIMU O CTENIEHU UX
COOTBETCTBUSl NPEJOCTABICHHBIM OHOMETPUYECKUM MEPCOHAJIBHBIM JaHHBIM TpaXKJIaHUHA
Poccuiickoit ®eaeparuny;

[TocranoBnenue IlpaButensctBa Poccuiickoit @enepauun ot 16.04.2003 Ne 225 «O TpynoBbIX
KHIKKax» (BMecTe ¢ «[IpaBunamu BeileHUs U XpaHEHUsI TPYOBBIX KHUXKEK, U3TOTOBJICHUS OJIaHKOB
TPYJOBOW KHWKKU U 00€CIieueHus: UMU paboToaaresneii»);

[Tpuxaz Munkomcssizu Poccun ot 25.06.2018 Ne 321 «OO0 yTBepxkaeHun nopsiaka oOpabOTKH,
BKJIIOYasgs cOOp W XpaHEHHe, MapaMeTpoB OMOMETPHUYECKUX MEpPCOHANBHBIX TaHHBIX B LEJAX
UACHTU(PUKAIIY, TTOPSAIKA pa3MEIeHHsI U OOHOBJIEHUSI OMOMETPUYECKHUX MEPCOHATIBHBIX IaHHBIX B
€IMHOM OMOMeTpHUEecKOi cucTeMe, a Takke TpeOoBaHMH K MH(OPMAIMOHHBIM TEXHOJOTHIM U
TEXHUYECKUM CpEeACTBaM, MpPeJHA3HAYEHHBIM Ui O0OpaOOTKHM OMOMETPUYECKHUX MEePCOHATBHBIX
JTAHHBIX B IIEJISIX MPOBEICHUS HJICHTU(DUKALUNY;

Pacnopsoxkenue IlpaBurensctBa Poccuiickoit ®enepauuu ot 30.06.2018 Ne 1322-p «OO06
yTBEp>KACHUH (OpMBI corjacusi Ha oOpabOTKy NEepCOHANbHBIX JTaHHBIX, HEOOXOAUMBIX JUIS
peructpanuu rpaxaanuHa Poccuiickoit ®enepauuu B eIUHON CUCTeME HIACHTU(DUKAMH U
ayTeHTU(UKaIMU, W OMOMETPUYECKMX MEePCOHANbHBIX JIaHHBIX TIpaxaaHnHa Poccuiickoii
@enepaui B €AMHON MH(POPMAIIMOHHON CHUCTEME MEpPCOHAIBHBIX JAHHBIX, 00eCleYnBaIOLICH
00paboTKy, BKIItOUYasi cOOp M XpaHEeHHe OMOMETPUYECKUX MePCOHABHBIX JaHHBIX, UX MPOBEPKY U
nepeaayy WHGPOpPMAlMM O CTENEeHM HMX COOTBETCTBUS IPEIOCTABICHHBIM OHOMETPUUYECKUM
MEePCOHAJIbHBIM JIaHHBIM TpakanuHa Poccuiickoii denepannmny;

Vkazanue banka Poccum ot 09.08.2004 Ne 1486-Y «O kBanu(pUKAIUOHHBIX TPeOOBaHUSAX K
CHeLHATbHBIM JOJDKHOCTHBIM JIMIIAM, OTBETCTBEHHBIM 3a COOJIOJIEHHE MPAaBUI BHYTPEHHETO
KOHTPOJSl B LENAX MPOTUBOJACHCTBUA Jeraau3aluu (OTMBIBAHUIO) JOXOJOB, IOJTYYEHHBIX
IOPECTYNHBIM NyTeM, U (MHAHCUPOBAHUIO TEPpPOpU3Ma M TPOTPaMM €ro OCYLISCTBICHHUS B
KPEAUTHBIX OpraHu3aLusax»;

Cornacue counckarens, pabOTHHUKA, TpaKTUKaHTa, MOJIb30BaTes caiita banka B mH(OpMaIimoHHo-
TEJIEKOMMYHUKAIIMOHHON ceTH «MHTepHeT», nmocetutens banka, knuenta banka, Ha 00paboTKy
NIEPCOHAJIBHBIX JaHHBIX;
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e JloroBopbl, 3aKIII0YaeMbIe MEK/Y ONIEPATOPOM U CYOBEKTOM MEPCOHATBHBIX JaHHBIX;
e ['eHepanpHasl JMILEH3US HA OCYIIECTBIEHHE OAHKOBCKUX omepauuii Ne 2721 (Beimana bankom
Poccun 26.05.2015);

° VcraB banka 1 nHbBIE HOPMAaTUBHBIC ITPABOBLIC AKTHI.

5. KATETOPUM N OBBEM OBPABATBIBAEMBIX TIIEPCOHAJIBHBIX JIAHHBIX,
KATEI'OPUU CYBBEKTOB IIEPCOHAJIBHBIX TAHHBIX

5.1. Copepxanne u 00beM 00pabaThIBa€MbIX IEPCOHATBHBIX JAaHHBIX B baHKe JOJDKHBI
COOTBETCTBOBATH 3asBJICHHBIM IICJIIM 00paboTku. OOpabaThIBaeMbIe MIEPCOHAIBHBIC JaHHBIC HE JIOJDKHBI
OBITh N30BITOYHBIMHY 110 OTHOIICHUIO K 3asiBJICHHBIM LIEJISIM X 00pabOTKH.

5.2. BpLIEHAIOTCSA CISAYIONME KATerOPUU IEPCOHANBHBIX JAHHBIX B COOTBETCTBHH CO CTEIICHBIO
TSOKECTH TIOCJEICTBUN TOTEPU CBOKMCTB 0€30MAaCHOCTH TMEPCOHATBHBIX JAHHBIX JUIS CyOBeKTa
MEPCOHATBHBIX JIAHHBIX:

5.2.1. TlepconanbHbIC TaHHBIC, OTHECEHHBIC B COOTBETCTBUU ¢ DenepanbHbIM 3aK0OHOM Nel52-D3 k
O0MIETIOCTYTHBIM WU 003 THYEHHBIM [TEPCOHATBHBIM JIAHHBIM;

5.2.2. TlepcoHanbHbIC TaHHBIC, OTHECEHHBIC B COOTBETCTBUU ¢ DenepanbHbiM 3akoHOM NelS52-D3 k
CHEIMAIbHBIM KaTeTOPUSM NIEPCOHATBHBIX JaHHBIX;

5.2.3. TlepconanbHbie NaHHBIC, OTHECEHHBIC B COOTBETCTBUU ¢ DenepanbHbiM 3akoHOM Nel52-D3 k
OMOMETPHUYECKUM TIEPCOHATBHBIM JIAHHBIM,

5.2.4. llepcoHanbHble JaHHBIC, KOTOpPbIE HE MOTYT OBITh OTHECEHBI K CHEIHAIbHBIM KAaTETOpPUSIM
MEPCOHANBHBIX JIAHHBIX, K OWOMETPUYCCKUM TEPCOHAIBHBIM JaHHBIM, K OOIIEAOCTYITHBIM WM
00€3JIMYCHHBIM TIEPCOHAILHBIM JaHHBIM.

5.3. B 3aBucumocTH OT 1enel, NMPeayCMOTPEHHBIX B pasnene 3 Hacrosimei [lomutuku, B banke
00pabaTbIBaOTCS NEPCOHAIBHBIE JAaHHBIE CIECTYIONUX KaTerOpuil CyObEeKTOB MEPCOHATBHBIX JAHHBIX:
® pabOTHUKHY,
e ObIBIIME PAOOTHUKH;
®  CouCKarelu,

NPaKTUKAHTBL;

KJIMCHTHI,

NpEeJCTaBUTENN KIUEHTOB;

BKJIQ/TYHKH,

3aEeMIIUKH;

MOPYYUTENH,

MPEJCTaBUTENN IOPUINUYECKUX JIMIL;

YJIEHBl UCTIOJIHUTEIbHBIX OPraHOB FOPUANYECKUX JIUL;
YYaCTHUKH (YUpEIUTENIN) IOPUANYECKUX JIUL;
OeHeduIMapHbIe BIaIEIbIbl KOMMEPUECKUX OpPTaHU3allli;
adprMpoBaHHbIE JINIIA KPETUTHON OpraHU3AIINH;
BBIFOJIOTIPHOOPETATENH 0 CACTIKAM,

TOCETHUTEIH,

(bu3nuecKre I1Ia, IepCOHANbHBIE TaHHBIE KOTOPBIX CIETIaHbl UMH O0IIEeIOCTYTHBIMU;

e uHbIe (PU3MUECKUE NI, BRIPA3UBIIKE coriacue Ha 00paboTky baHKkoM X MepcoHaTbHBIX JTaHHBIX,
iy pu3nyeckue Juia, o0padoTKa MePCOHABHBIX JaHHBIX KOTOPHIX HEOOXO0IUMA JIJIS TOCTHIKEHUS
Leyied, MPeayCMOTPEHHBIX MEXKIyHApOAHbIMU JoroBopamu Poccuiickoin ®enepanuu  uiam
3aKOHAMHU, I OCYILECTBJIEHHUS U BBIIIOJHEHUS BO3JI0KEHHBIX 3aKOHOJATENbCTBOM Poccuiickon
@denepanuu QyHKIHIA, TOTHOMOYHHA U 00S3aHHOCTEH.

5.4. TlepeueHs nepcoHaNbHBIX JAHHBIX, B TOM YHUCIIE CTICIIMATBHBIX KATETOPUI MEPCOHATBHBIX JTaHHBIX,
oOpabaTsiBacMbIX B baHke, onpenensercs B COOTBETCTBUHU C 3aKOHOATENhCTBOM Poccutickoit deneparuu,
BHYTPEHHUMH JIOKyMeHTaMu baHka ¢ ydeTroM meseil oOpabOTKM MEpCOHATIbHBIX JAHHBIX, YKA3aHHBIX B
paznene 3 Hacrosuei [lonutuku.
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5.5. bank He BhIMOIHSAET 00paOOTKY CIEIMAIBHBIX KaTErOPHU MEPCOHAIBHBIX JTaHHBIX, KACAIOIIUXCS
pacoBoi, HAITMOHATBHOW MPUHAICKHOCTH, TOJTUTHYCCKUX B3TJISOB, PEIUTHO3HBIX WK (prmocodekux
yOXKICHUI, ”HTUMHOW KU3HH.

5.6. bank ocymiectBiasier 00pabOTKy OMOMETPUYECKHUX IEPCOHAIBHBIX JAaHHBIX HAa OCHOBAHHH,
OTlpeIeIEHHOM 3aKoHOoJaTeNnbcTBOM Poccuiickoit ®exepanuu, TOJBKO MPU HATUYUU COTJIacUs B
MUCHbMEHHOW (opMe CyOBEeKTa NEepCOHANBHBIX JTAaHHBIX Ha OOpabOTKYy €ro NepCOHANbHBIX JaHHBIX,
MTOJTy4ae€MOTO B COOTBETCTBUU C TpeboBaHmsMu cT. 11 DeaepanbHoro 3akona Ne 152-D3, 3a UCKITIOUCHUEM
CIIy4yaeB, IpeaycCMOTpeHHBIX 4. 2 cT. 11 ®enepanbHoro 3akoHa Ne 152-D3.

6. OCHOBHBIE ITPUHIUITIBI OBPABOTKHU INEPCOHAJIBHBIX TAHHBIX

6.1. bank B cBOEH IeATEIBHOCTH 00ECIIEUNBACT COOIOICHNUE TTPUHITUIIOB 00PaOOTKH MEPCOHATBHBIX
JaHHBIX, YKa3aHHBIX B CT. 5 DeaepanbHoro 3akoHa Nel52-D3.

6.2. OOpaboTka NepcOHANBHBIX JAHHBIX OCYIIECTBIISIETCS C COTIacus CyObeKTa MepCOHATBHBIX JaHHBIX
Ha 00pabOTKy ero HepcOHANbHBIX JaHHBIX. baHK BmpaBe oOpalaThIBaTh MEPCOHAIBHBIC JTaHHbBIE 03
coriacus CcyObeKTa NEepCOHAIbHBIX JAHHBIX B Ccllyyae, e€ciu o0pa0oTKa MEepPCOHANbHBIX JaHHBIX
HeoOXoauMa  JUISL  3aKJIFOYCHHUS W WCIOJNHEHHUS  JIOTOBOPA,  CTOPOHOW  KOTOpOro,  Ji0o
BBITOIONIPHOOpETATENIEM MU TOPYUYUTENIEM IO KOTOPOMY SIBIISIETCS WM OyHET SBISTHCS CYOBEKT
[IEPCOHANBHBIX JaHHbIX. OOpaboTka MEepCOHAIbHBIX JAHHBIX JOIycKaeTca Oe3 corjacusi cyObekrTa
MEPCOHAJIBHBIX JAHHBIX JUISI JOCTHXKEHHS LeJied, MPeIyCMOTPEHHBIX MEXIYHAPOAHBIM JOTOBOPOM
Poccuiickoit  ®enepauyii WM 3aKOHOM,  OCYIIECTBJICHMSI W BBIIOJHEHUS  BO3JIOKEHHBIX
3akoHoAarenscTBoM Poccuiickoit denepannu Ha bank GyHKuuid, moTHOMOYMI U 00A3aHHOCTEH U B MHBIX
CIIy4asiX, yCTaHOBJIEHHBIX 3aKOHOAATENbCTBOM Poccuiickoit deaepanuu.

6.3. OOpaboTka NEpCOHAIBHBIX JAHHBIX B baHKe MOXET OCYIIECTBISITHCS C MOMOIIBIO CPENCTB
BBIYHCITUTEIILHON TEXHUKYU (aBTOMATH3UPOBaHHAs 00pab0TKa) KaK B HHPOPMAITMOHHBIX CUCTEMAX, IIEITBI0
CO3/IaHUS KOTOPBIX fABISETCS 00pabOTKa MEPCOHANBHBIX [aHHBIX, TaK M B WHBIX HH(POPMAIIMOHHBIX
crcTeMax, B KOTOPBIX IIEPCOHAIbHBIC JaHHBIE 00pabaThIBAIOTCSI COBMECTHO € MH(OpMAIHEH, 3alHIIAeMOM
B COOTBETCTBHHM C TPeOOBAaHUSMH, YCTAHOBJIEHHBIMH i1 3TOM HMH(popMmanmu (BKIOYass obOecriedeHue
peXuMa 3allUThl CBEJICHUN KOHPUACHIIMATHHOTO XapaKTepa, B TOM UYHCJIE COCTABIISIFOIIUX OAHKOBCKYIO
TaifHy, a TaKXKe COONI0ICHHE peKrMa KOMMEPUYECKOM TaiftHbI U JIp.), TMOO0 P HEMOCPEICTBEHHOM YYaCTHH
yesioBeKa 0€3 HCIOIb30BaHUs CPEACTB BHIYMCINTENBHON TEXHUKU (HEaBTOMaTU3UpOBaHHast 00paboTKa).

6.4. B banke He ocylecTBIsSeTCS NPUHITHE pEIIEHUH Ha OCHOBAaHUU HUCKIIOYUTEIHHO
aBTOMATU3MPOBAHHONW OOpabOTKM TMEPCOHATBHBIX JAHHBIX, KOTOPBIE TOPOKAAIOT FOPUIUUYECCKUE
MOCITIEACTBHS B OTHOIIIEHUH CYOBhEKTa MePCOHATBHBIX JaHHBIX UM HHBIM 00pa30oM 3aTparuBaroT €ro npasa
Y 3aKOHHBIC UHTEPECHI.

6.5. K o0paboTke mepcoHaIbHBIX JAHHBIX JIOMYCKAIOTCS TOJIBKO Te paboTHHKU baHka, TOMKHOCTHBIE
00513aHHOCTH KOTOPBIX 00YCIIaBIMBAIOT HEOOXOAUMOCTh 00pAaOOTKU MEPCOHATIBHBIX JaHHBIX. YKa3aHHBIE
pabOTHUKM UMEIOT IIPaBO 00pabaThIBaTh TOJIBKO T€ IEPCOHANBHBIE JAHHBIE, KOTOPhIE HEOOXOAMMBI UM /IS
BBITIOJIHEHUS] CBOMX JIOJDKHOCTHBIX 00sI3aHHOCTEH.

6.6. PabotHuku banka, ocymecTBisifomMe 0OOpabOTKY NEPCOHANBHBIX JAaHHBIX, TOJKHBI OBITH
nporHGOPMHUPOBaHBI O (akTe 00padOTKM UMHU TEPCOHATBHBIX JAaHHBIX, 00 OCOOCHHOCTSIX W IpaBHIIaX
OCYIIECTBICHUS TaKoil 00pabOTKH, yCTaHOBJICHHBIX HOPMATHBHBIMU MPABOBBIMU aKTaMu (eIepabHbIX
OpraHOB UCIIOJIHUTEIBHOMN BIIACTH, OPIaHOB UCIIOJIHUTEIBHOM BIIacTH cyOBbekToB Poccuiickoit denepanuu,
a TakXke BHYTPEHHUMH JokyMeHTamu banka. [lpm 3akimtoueHHH TpPyAOBOTO AOTOBOpa, PabOTHUKHU
00sI3yIOTCS HE pasrjamarh CBEJACHUS, K KOTOPHIM TOJYYarOT JOCTYIl B XOJ€ BBIMOJHEHUS CBOUX
CIIyKeOHBIX 00S3aHHOCTEH, B TOM YUCIIe HH()OPMAIIUIO O TIEPCOHABHBIX JaHHBIX.

6.7. baHK OCyIIeCTBIIICT Mepeaady MepcoHaTbHBIX JaHHBIX TOCYAapCTBEHHBIM OpraHaM B paMKaxX WX
MOJJHOMOYHMH B COOTBETCTBUHU C 3aKOHOIATENbCTBOM Poccuiickoit denepanuu.

6.8. bank oOecreunBaeT KOH(MUICHIMAIHLHOCTh TEPCOHAIBHBIX JIAHHBIX CYOBEKTa IMEePCOHATBHBIX
JAHHBIX, a TakXke 00ecrnedrBaeT HCIONIb30BAHUE TMEPCOHANBHBIX JAHHBIX HCKIIOYUTENHHO B LEJSX,
coorBeTcTBytomux DenepanbHoMy 3akoHy Ne 152-03, n0oroBopy WiIM HWHOMY COIVIAIIEHUIO,
3aKJIFOYEHHOMY C CyOBEKTOM MEePCOHANBHBIX JaHHBIX. baHk 00s3aH HE PACKPHIBATh TPETHUM JIUIIAM U HE
pacrnpocTpaHsATh NEepCOHANIbHBIE TaHHBIE 0e3 cornacus cyObeKTa MepPCOHAIbHBIX JaHHBIX, €CIIM MHOE HE
MPEyCMOTPEHO 3aKOHOAATENBCTBOM Pocculickoit @enepanuu.

6.9. Oobecneuenue 6e30macHOCTH 00padATHIBAEMBIX MTEPCOHAIBHBIX JAHHBIX OCYIIECTBIIsIETCS baHkoM
B PaMKaX €IMHON KOMIUIEKCHON CHCTEMBI OPTraHU3AI[MOHHO-TEXHUIECKIX MEPOTIPUATHN TI0 00ECTIEUCHUTO
peXrMa KOHPHUASHINATbHOCTH HH(OPMALIUU, COCTABIISIONIEH OAaHKOBCKYIO M HHYIO OXPaHAEMYIO 3aKOHOM
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TailHy, C Yy4YeTOM TpeOOBaHWN JEUCTBYIOIIETO 3aKOHOAATeNbCTBA Poccuiickoit dexepanum o
MEePCOHANIbHBIX TAHHBIX, IPUHATHIX B COOTBETCTBUHM C HUM HOPMATUBHBIX IPABOBHIX aKTOB.

6.10. Tlpu 00paGoTKe TEPCOHANBHBIX JAaHHBIX baHK NpPUHUMAET HEOOXOJUMBIE TIPABOBBIC,
OpraHU3allMOHHbIE M TEXHUYECKHME MEpPbl M 00ECHeuMBaeT WX MPUHATHE JIS 3alIUTHI MEPCOHATBHBIX
JaHHBIX OT HEMPABOMEPHOI'O WM CIIy4alHOTO IOCTyIa K HUM, YHUUTOKESHUSI, U3MEHEHUS!, OJIOKUPOBAHMS,
KOIIMPOBAHUSA, MNPEJOCTaBICHMS, PACIPOCTPAHEHUsSI IIEPCOHANBHBIX JaHHBIX, a TaKK€ OT MHbIX
HEMPABOMEPHBIX JIEHCTBUI B OTHOIICHUN EPCOHANIBHBIX JAaHHBIX.

6.11. Cpoku 00pabOTKH TEPCOHAIBHBIX JTAHHBIX OMPEICISIOTCS B COOTBETCTBUU CO CPOKaMH,
ycTraHoBieHHbIMU DenepalibHbIM 3aKOHOM Ne 152-D3, cpokoM JAeHCTBUS 10roBOpa, CTOPOHOU KOTOPOTO,
BBITOJIOTIPHOOpETATEIeM HIM MOPYUYHTEIEM 10 KOTOPOMY SIBISETCS CYyOBEKT MEPCOHATBHBIX NAHHBIX,
CpPOKaMH JIEUCTBUSA JOKYMEHTOB, PETYJIUPYIOIIUX XpaHEHUE apXHUBHBIX JOKYMEHTOB, 00pa3yloIIUXcs B
nporecce JIeATeNbHOCTH, CPOKaMU XPaHEHHUs JOKYMEHTOB aKI[MOHEPHBIX OOIIECTB, CPOKOM HCKOBOM
JABHOCTH, CPOKOM COTIJIacHsi, JaHHBIM CyOBEKTOM IEPCOHAJIbHBIX JAaHHBIX Ha MX 00pabOTKy, a Takxke
MHBIMU TpeOOBaHUSAMHU 3aKoHOnaTenbcTBa Poccuiickoit denepanyu ¥ HOPMATUBHBIMU akTamu banka
Poccun.

6.12. bank BrpaBe MOPY4YHTH 00pa0OOTKY MEPCOHATBHBIX JAHHBIX JIPYrOMY JIMIYy C COTJIacusi CyObeKTa
MEePCOHANBHBIX JAHHBIX, €CIIH HHOE He NpeaycMoTpeHo DenepanbHbIM 3akoHOM Ne 152-D3, Ha ocHOBaHUH
3aKIII0YaeMOT0 C 3THM JIMIIOM JI0TOBopa. JIuio, ocymniecTisomnee 00paboTKy MePCOHAIBHBIX JTaHHBIX 10
nopydeHuto banka, o0s3aHO cOOMIOAATh MPHUHLMIBI M MpaBujia 00paOOTKH MEPCOHANBHBIX JAHHBIX,
npexycMorpernbie DenepaibHbIM 3akoHOM Ne 152-D3. B nopyuenun banka JTOJKHBEI OBITH ONPEAeICHBI
nepeyeHb JeHCTBUM (omeparuii) ¢ MepcoHaIbHBIMU JTaHHBIMH, KOTOpbIE OyAyT COBEPIIATHCS JHUIIOM,
OCYIIECTBISIONUM 00pabOTKY IMEePCOHANBHBIX JaHHBIX, LI 00pabOTKH, JAOKHA OBITh YCTaHOBJICHA
00513aHHOCTh TAKOTO JIMIAa COONI0IaTh KOH(PHUACHIHUATHHOCTh MEPCOHANBHBIX JaHHBIX U O0ECIeunBaTh
0€30MacHOCTh MEePCOHATBHBIX TAaHHBIX MPU WX 00paboTKe, a TaAKKe JOJDKHBI OBITh YKa3aHbI TPEOOBAaHUS K
3amuTe 00pabaThiBaeMbIX MEPCOHANBHBIX JAaHHBIX. BaHK HeceT OTBETCTBEHHOCTh Mepea CyOBEeKTOM
[IEPCOHANIBHBIX JJAHHBIX 3a JIeUCTBUS JIMIL, KOTOphIM baHk mopyyaer 00paboTKy NepCOHAIbHBIX JaHHbBIX.

6.13. Ilpu cOope mepcoHAIBHBIX JAaHHBIX, B TOM YHCIIE IOCPEACTBOM HH(OpPMAIMOHHO-
TeNeKOMMYHHUKaIMoHHOU cetu «HTepHeT», bank obecnieunBaeT 3anmuch, CHCTEMAaTH3aIIUI0, HAKOTUICHHE,
XpaHeHue, yTOouHeHue (OOHOBIEHHE, H3MEHEHHE), HW3BJICYCHHE TIEePCOHAJIBHBIX JMAHHBIX TpaXKAaH
Poccuiickoit denepanuu ¢ ucnosb3oBaHueM 0a3 JaHHBIX, HaXOIALIMXcS Ha Tepputopuu Poccuiickoit
®denepannu, 3a UCKIFOUEHUEM CITy4YaeB, MPElyCMOTPEHHBIX 3aKOHOAaTenbcTBOM Poccuiickoi denepanun.

6.14. B cnyyasix, yCTaHOBJICHHBIX 3aKOHOAATenbcTBOM Poccmiickoit dexepannu, mocie MpoBEACHUS
UICHTUQUKAIIMN TIpU JHYHOM TPUCYTCTBUM KIIMEHTA, SBISIIOMIETOCS TpakIaHHHOM Poccuiickoii
denepanun, ¢ €ro corjacus U Ha 06e3BO3Me3qHON ocHOBe baHk 00s3aH pa3meniath WK OOHOBISTH B
ANEKTPOHHOU (popMe B €AMHON cucTeMe MACHTU(UKAIMYA U ayTeHTH(PHUKAIIUN CBEACHHSI, HEOOXO0IUMBbIe
JUIS PETUCTpAllUU B HEHl KJIMEHTa, U CBEJEHUS, IpeaycMOoTpeHHble DenepanbHbM 3akoHOM Ne 115-D3; a
TakXe B eJMHON HH(POPMAITMOHHOM CHCTEME MIEPCOHANBHBIX JaHHBIX, oOecrneunBatoiieii coop, 00paboTky,
XpaHEeHHEe OMOMETPUUECKIX TEPCOHANBHBIX JaHHBIX, UX MPOBEPKY U Nepeaady MHPOPMAIIUH O CTETIEHU X
COOTBETCTBUSl  MPEIOCTABICHHBIM OHOMETPUYECKUM  MEPCOHANBHBIM  JTaHHBIM  KJIHEHTa, €ro
OroMeTpHuYecKre epPCOHANIbHBIE TAHHBIE.

6.15. B xome ocyIecTBICHHs] CBOCH AESITETbHOCTH baHK MOXET OCyIIeCTBISATh TPAHCTPAHHUUHYIO
neperady NepCcoOHANbHBIX JaHHBIX B MOPSAKE U B COOTBETCTBHM ¢ TpeOoBaHUsAMU cT. 12 denepanbHOro
3akoHa Ne 152-@3.

7. OPTAHM3ALUA 3AIUTHI HEPCOHAJIBHBIX JIAHHBIX

7.1. be3omnacHOCTb NEPCOHABHBIX JAHHBIX JOCTUTAETCS MMyTEM peann3alii KOMIUIEKCa MEPOIIPUATH,
MO3BOJISAIOIIMX MUHUMH3UPOBATh PUCK HapyIIeHUs HH(OpMaIIMOHHOM Oe3omacHocTH baHka.

7.2. be3omnacHOCTh MEepPCOHANBHBIX JaHHBIX MPH HX 00paboTke B cucreMax banka obecrieunBaeTcs c
MIOMOIIBIO CUCTEMBI 3aILUTHI BHYTPUOAHKOBCKOM HH(pOpMaIK B cOOTBETCTBUU ¢ [lonokeHnem o 3amure
BHyTpuOankoBckoil uHpopmanuu «CeBepublii Haponubiii  bank» (ITAO). Cucrema 3ammuThl
BHYTPHOAHKOBCKOW HMH(OpManuy BKJIOYaeT B ce0s OpraHu3allMOHHbIE U TEXHUYECKHE MEpHI,
OINpENICJICHHbIE C YYETOM AaKTyaJbHbIX YIpo3 ©0€30MacHOCTH HHGpOpMalMM U HH(MOPMALMOHHBIX
TEXHOJIOT'MH, UCIOJb3YEMBIX B CUCTEMaxX baHka.

7.3. Tlpu 00paboTke TMEepCcOHAIBHBIX AAaHHBIX baHK oOecmeynBaeT WX OE30MaCHOCTh M MPUHHUMAET
HEOOXO/MMBIE OpraHU3allMOHHBIE W TEXHUYECKHE MEphl JIs 3allUThl TEPCOHAIBHBIX MTaHHBIX OT
HEMPaBOMEPHOIO WM CIy4alHOro JOCTyNa K HHUM, YHUYTOXKEHUS, W3MEHEHMs, OJIOKHMpOBaHUS,
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KOIIMPOBAHUSA, PACIPOCTPAHECHUS NIEPCOHANBHBIX JaHHBIX, a TAKXKE OT MHBIX HEIPABOMEPHBIX NEHCTBUM,
MyTE€M YCTAHOBJICHHS B OTHOIIEHHM TAKHX JAHHBIX PeKUMa KOH(PHIEHIMAIHLHOCTH M KOHTPOJS 32 €ro
COOJIFOJICHUEM, A TAaKXKe IyTeM BHEAPEHHs AONOIHMUTENbHBIX MEp 3allUThl, PEATU3YIOIUX TPEeOOBaHMS
3akoHonarenscTBa Poccuiickoit denepanuu U IPUHATBHIX B COOTBETCTBUU C HUM HOPMATHUBHBIX IIPABOBBIX
aKTOB, CTAHJAPTOB U JIyYLINX MEXIyHAPOAHBIX IIPAKTHUK.

7.4. OGecnieuenne nH(popMaMoHHON 6€30MaCHOCTH IEPCOHANBHBIX TaHHBIX B baHke ocymiecTBiseTcs
IIOCPEJICTBOM IPOLIECCOB CUCTEMbI HH(OPMALIMOHHOM 0€30MaCHOCTH, B TOM YHCIIE:

e OO0ecneyeHne MHPOPMALMOHHON 0€30MacCHOCTHM NMpPH HA3HAYEHUH M PACHpEACTICHUH POJed u
00eCIeYeHNH JIOBEPHS K TIEPCOHAITY;

e OOecriedyeHne MHOOPMAIIMOHHOW O€30ITACHOCTH aBTOMATHU3MPOBAHHBIX OAHKOBCKHUX CHCTEM Ha
CTaUsIX )KU3HEHHOTO ITUKIIA;

e OOGecneyeHne HHPOPMATUOHHONW OE30MACHOCTH IIPH YIPABJICHUH JOCTYIIOM U PErHCTPALIUY;

e OOecrieyeHne WHPOPMALMOHHON OE30MACHOCTH  CPEACTBAMH  3AIIUTBl  OT  BO3JCHCTBUSA
BPEIIOHOCHOT'O KOJIa U MEXKCETEBOT0 SKPaHUPOBAHHUS;

e OO0ecreyeHne HHPOPMAITMOHHOW OE30MTACHOCTH MPH UCTIOJIb30BAHUU PECYPCOB ceTu MHTEpHET;

¢ OOGecneyeHne HHPOPMALMOHHOHN 0€301aCHOCTH MPH HCIIOJIb30BAaHUH CPEJICTB KPUITOTpadudecKkoit
3alUThl HH(OPMAIIHH;

e (Oobecrieuenre MHPOPMAIMOHHON O€30MACHOCTH OAHKOBCKUX IUIATEKHBIX (MH(GOPMAIMOHHBIX)
TEXHOJIOTUYECKUX MPOIECCOB.

8. IHINPABA CYBBEKTA IIEPCOHAJIBHBIX JTAHHBIX

8.1. CyObeKT nepcoHaNbHBIX IaHHBIX UMEET MPABO:

8.1.1. Ha nonyuenue uHpopMauu, Kacaroueics oOpabOTKH €ro MepCOHAIbHBIX JaHHBIX, B TOM
quClie COJEpIKaIlei: TOoATBEpKIeHUEe (akTa 00pabOTKM MEepPCOHATBHBIX NAaHHBIX BaHKOM; MpaBOBBIC
OCHOBaHHUS U LN 00pabOTKM NMEepPCOHANBHBIX JIAaHHBIX; HAUMEHOBAaHUE M MECTO HaxoxaeHus baHka,
CBEJICHMSI O JIMLAX (32 HUCKIIOYEHUEM paOOTHUKOB baHKa), KOTOpblE MMEIOT JOCTYI K NEPCOHAIbHBIM
JAHHBIM U IpyTUE CBEIEHUS, IPEyCMOTpEHHBIE cT. 14 MenepanbHoro 3akoHa Ne 152-03.

8.1.2. TpeboBaTh YTOUYHEHHS CBOHMX NEPCOHANBHBIX JAHHBIX B CITydae, €ClIM NMEPCOHATbHBIC TaHHBIE
SIBJISIIOTCS] HETIOJTHBIMU, YCTApPEBILIUMHU, HEIOCTOBEPHBIMU.

8.1.3. Ha ot3miB cormacusi Ha 00paOOTKYy NMEpPCOHAIBHBIX NAaHHBIX. B cilydae OT3bIBa CyOBEKTOM
NEPCOHAIBHBIX JAaHHBIX COrJacHs Ha OOpabOTKY MEpPCOHAIBHBIX JaHHBIX baHK BIpaBe MPOJOIKUTH
00pabOTKy MEepCOHAJIbHBIX JAaHHBIX 0€3 coriacus CyObeKTa IMEPCOHANBHBIX JaHHBIX INPU HATUYHU
OCHOBaHUH, YKa3aHHBIX B IMyHKTax 2 - 11 wactu 1 ct1. 6, yactu 2 cr. 10 1 yactu 2 ct. 11 B denepanpHoro
3akoHa Ne 152-®3.

8.1.4. CyObekT nepcoHalbHbIX JAHHBIX BIpaBe 00:KajJoBaTh ASUCTBUS WU Oe3aeiicTBre oneparopa B
@enepanbHyl0 CIyx0y 1o Haa3opy B cdepe CBA3HM, HHPOPMALMOHHBIX TEXHOJOTMH M MAacCOBBIX
KoMMyHUKaImi (PockoMHa30p) no 3ammre npaB CyObEKTOB MEPCOHANBHBIX JaHHBIX, WIH B CyJ€OHOM
MOpPSAJIKE €CJIM CYUTAeT, 4TO OIlEepaTop OCYIIECTBISET OOpabOTKy €ro MHEepCOHAIbHBIX JaHHBIX C
HapyleHrneM TpeOoBaHui HacTosero denepaabHOroO 3aKOHA MIIM MHBIM 00pa30M HapylIaeT ero rnpasa u
CBOOO/IBI.

8.1.5. CyObekT nepcoHalbHbIX JAHHBIX UMEET MPAaBO HA 3alIUTYy CBOUX MPaB M 3aKOHHBIX HHTEPECOB,
B TOM YHCJI€ Ha BO3MeIlleHHEe YOBITKOB U (MJIM) KOMIIEHCALIUIO MOPAJILHOTO Bpefia B CyA€0HOM MOPSIZIKE.

8.1.6. Muble mpaBa B COOTBETCTBHUHU C 3aKOHOAATEILCTBOM PD.

8.2. O06s3aHHOCTH OTIEpaTopa:

8.2.1. Ilpu momyueHuu oOpaiieHus CyOBEKTa MEPCOHATbHBIX NaHHBIX baHK 00s3aH HampaBUThH
CyOBEKTY MepCOHATBHBIX JAHHBIX HIIH €T0 MPEJICTAaBUTEIIO IIMCEMEHHBIN OTBET B TCUCHHUE TPUALIATH THEH
C JIaThI MOJIy4YEHUS 3apoca CyObeKTa MePCOHAIBHBIX TaHHBIX WIH €0 MPEeICTaBUTENs.

8.2.2. Ecmm mpenocraBieHHE TEPCOHAIBHBIX TAHHBIX SBISCTCS 00S3aTEIbHBIM B COOTBETCTBHH C
benepanbHbIM 3aKkOHOM, baHK 0053aH Pa3bSICHUTH CYOBEKTY MEPCOHAIBHBIX JAHHBIX IOPUIHMUYECKHUE
MOCTICIICTBHSI OTKa3a MPEIOCTaBUTh €T0 NMEPCOHATIBHBIE TAHHBIE.

8.2.3. B cmyuae o13bIBa CyOBEKTOM MEpPCOHAIBHBIX MJAaHHBIX COIJIacusi Ha OOpabOTKy ero
MIEPCOHANIBHBIX JaHHBIX baHk 00s3aH MpekpatuTh X 00paboOTKy (0OeCTeUnTh MpEKpaIleHUEe TaKOon
00paboTkH, ecau 0O0paboTKa MEepPCOHATBHBIX JAHHBIX OCYIIECTBISCTCS IPYTHM JIMLOM IO MOPYYCHUIO
banka) W yHHUUYTOXHTH TEPCOHAIBHBIC JaHHBIC (OOECHEYUTh WX YHUYTOXKEHHE, eClIu 00pabdoTka
NEPCOHATBHBIX JAHHBIX OCYIIECTBIISIETCS JPYyTUM JIMIIOM TI0 TMopy4yeHHIo baHka) B Cpok, He

Crpanwuma 8 u3 10



MPEBBIMIAIOIINM TPUALIATH JHEH ¢ JaThl MOCTYIUICHUS YKAa3aHHOTO OT3bIBA, €CJIM HHOE HE MPETyCMOTPEHO
JIOTOBOPOM, CTOPOHOM KOTOPOTO, BBITOJIOTPUOOpETATENIEM WM MOPYYHUTEIEM IO KOTOPOMY SIBJISIETCS
CyOBEKT NMepCOHAIbHBIX JAaHHBIX, HHBIM COTJIALICHHEM MEX]y ONepaTOpOM U CYObEKTOM MEepPCOHANBHBIX
TaHHBIX. baHK BlpaBe HE YHHUTOXKATh MIEPCOHATLHBIC JTAHHBIE U TIPOJIOJIKUATE UX 00paboTKy 0e3 cormacus
CcyOBeKTa MepCOHABHBIX JAHHBIX IIPU HAJTUYMH OCHOBAaHWH, YKa3aHHBIX B MMyHKTax 2 - 11 gactu 1 cT. 6,
yacTtu 2 cT. 10 m yactu 2 ct. 11 B @epepanbuoro 3akona Ne 152-03

8.2.4. B ciy4ae BBIABICHHS HETOYHBIX TIEPCOHAJIBHBIX JaHHBIX NPH OOpalieHuu CyObeKTa
MEePCOHANBHBIX JIAHHBIX WJIH €T0 MPEACTABUTENS IM0O M0 MX 3aMpOCy WIH IO 3alPOCy YIOJIHOMOYEHHOTO
Oprasa Io 3aifiTe rnpaB CyObEKTOB NEPCOHAIBHBIX JaHHBIX baHK, 00s3aH OCYIIECTBUTH OJIOKUPOBAHUE
MEePCOHANBHBIX JIAHHBIX, OTHOCSIIUXCS K 3TOMY CYOBEKTY MEpPCOHATIBHBIX JaHHBIX C MOMEHTa TaKOIO
oOpallleHusT WU TOJY4YeHHUS YKa3aHHOTO 3alpoca Ha TNEepUoa TMPOBEPKH, €CiIu OIOKUPOBaHUE
MEPCOHANBHBIX JAaHHBIX HE HApYIIAeT MpaBa U 3aKOHHBIC HHTEPECHI CyOhEeKTa NEPCOHATBHBIX JAHHBIX WIH
TpeThUX JiHll. baHk Ha OCHOBaHWU CBEACHUM, MPEICTABICHHBIX CyOBEKTOM MEPCOHATIBHBIX JaHHBIX WU
€ro TMpeICTaBUTEIIEM OO YIOJTHOMOYEHHBIM OPTaHOM IO 3allUTe MpaB CYyOBEKTOB MEPCOHATBHBIX
JAHHBIX, WM UHBIX HEOOXOAUMBIX JTOKYMEHTOB 0053aH YTOYHUTDH NIEPCOHAIBHBIE JAHHBIE B TEUEHUE CEMU
paboumx JHEH CO JTHS MPEICTABICHUS TAKUX CBEJICHUN U CHITH OJIOKHPOBAHKE IMEPCOHAIBHBIX JAHHBIX.

8.3. YHuWuTOXEHHE NMEPCOHAIBHBIX JAHHBIX B CIy4ae BBIABICHHUS HEMPABOMEPHBIX ACHCTBUH, 1100 B
cllyyae OT3bIBa COrjlacus Ha UX 00pabOTKy OCYILECTBIISAETCS KOMUCCHEH 110 YHUUYTOXKEHUIO EPCOHAIBHBIX
TaHHBIX, Ha3HadyaeMoW mnpukazoMm no bavky (¢mmmany). B sToM ciaydyae mpouenypa yHHYTOXKECHHUS
MHULMUPYETCS TOJIyY€HHEM IpEeINUCaHusl YIOJIHOMOYEHHOIO OpraHa IO 3alluTe IpaB CyOBEKTOB
MIEPCOHANBHBIX JAHHBIX WJIM MUCbMEHHOI0 00pallieHusl CyObeKTa MEPCOHAIbHBIX JAHHBIX.

8.4. VYHUUYTOXEHHE NEPCOHAJBHBIX JAHHBIX B Clyyae OKOHUYAHMS CPOKOB XPaHEHHUs NEPCOHAIbHBIX
JTaHHBIX (0 JOCTIKEHHH Leneld 00pabOTKHM WM B Ciydae yTpaThl HEOOXOAMMOCTH B UX JIOCTHIKCHHUN)
MHULMKpPYETCs U ocyluecTBisiercss PaboTHrkamu baHka, B TOJDKHOCTHBIE 00513aHHOCTH KOTOPBIX BXOJIUT
paboTa ¢ yka3aHHBIMHU TIEPCOHAIBHBIMU JAHHBIMU.

9. OTBETCTBEHHOCTb U KOHTPOJIb

9.1. IIpmkazom mo baHky Ha3HadaeTCsi OTBETCTBEHHOE JIMIIO 3a OpTaHU3aluio 00paboTKU
NEPCOHATBHBIX AAHHBIX. JIMIIO, OTBETCTBEHHOE 3a OpraHU3aIli0 0OpabOTKU MEPCOHATIBHBIX JaHHBIX B
banke, ocymiecTisier:

e HeoOXxoauMoe pecypcHoe ((puHaAaHCOBOE M MaTepUATbHO-TEXHHUYECKOE) 00ECTIeUeHne MPOIECCOB
00pabOTKHU M 3alUTHI IEPCOHAIBHBIX TaHHbIX;

e pacmpeeneHue O0s3aHHOCTEW MO  0o0paboTKe W  3alUTe  MEPCOHAJBHBIX  JIAHHBIX,
METOJIOJIOTUYECKOE COMPOBOXKIACHHE MPOLECCOB OOpaOOTKM MEPCOHAIbHBIX JaHHBIX MyTEM
YTBEP)KJICHHS COOTBETCTBYIOIMX BHYTPEHHUX HOPMATUBHBIX JOKYMEHTOB baHka;

® OpraHu3alMl0 BHYTPEHHErO KOHTPOJS 3a COOJIOZCHHEM 3aKoHoJarelabcTBa Poccuiickoit
@enepalli 0 NEPCOHAIBHBIX JAHHBIX, a TaKKE€ aHaJIW3 €ro pe3ylbTaToB U o0ecredeHue
CBOEBPEMEHHOT'0 PearupoBaHMUs.

9.2. OTBETCTBEHHOCTH 32 JIOBEJCHHE /IO CBEACHUS paOOTHUKOB baHKa MOJIOKEHHS 3aKOHOIATEIHCTBA
Poccuiickoit denepanuy 0 MEpCOHAIBHBIX JaHHBIX M BHYTPEHHUX JOKYMEHTOB baHka Mo Bompocam
00pabOTKHN MepCOHANBHBIX JaHHBIX, BO3JIaraeTcs Ha:

® COTPYJHUKOB, OTBETCTBEHHBIX 3a KaJpOBYIO paboTy (B 4YacTH, Kacarollehcs MepCOHAIbHBIX
JaHHBIX paboTHUKOB baHka);

® PYKOBOAMTENEH CTPYKTYpPHBIX MOJpa3JesieHUi (B 4acTH, Kacarolleiicsi NepCOHANbHbBIX JaHHBIX
kinueHToB banka);

® COTPYJIHUKOB, OCYIIECTBISIONIMX 00y4YeHHEe IO BOIIPpOcaM HHPOPMAIIMOHHOM 0€301acHOCTH.

9.3. OTBeTCTBEHHOCTh 3a TpPUEM M 00pabOTKy OOpamieHWi W 3ampocoB CYyOBEKTOB MEPCOHATBHBIX
JaHHBIX WIM MX MpPEJICTaBUTENEH BO3JAracTcs Ha PYKOBOAWUTENEH COOTBETCTBYIOIIUX CTPYKTYPHBIX
MOJIpa3/ieieHnii, B KOTOPHIX TNPOHUCXOAUT OOpabOTKa IEPCOHAIBHBIX aHHBIX YIOMSHYTHIX BBIIIE
CyOBEKTOB.

9.4. OTBeTCTBEHHOCTb 32 MOAJIEPKAHUE aKTyaIbHOCTH HacToseil [loMuTHKy 1 cBeieHnH, yKa3aHHBIX
B YBenomiieHHH 00 00paboTKe MepCOHANBHBIX JIAHHBIX B COOTBETCTBHH CO CT. 22 dDenepabHOTO 3aKOHA
Ne 152-@3, nanpaBnsemom baHkoM B yITOTHOMOUEHHBIH OpPraH I10 3aIIUTe MPaB CyOBEKTOB MEPCOHATBHBIX
JAHHBIX, BO3JIaraeTcsi Ha MOApa3feiieHHe TIoJoBHOro oguca baHka, 3aHMMaromierocs BOIpPOCaMU
IOpPUINYECKON 3aIUTH MHTEpecoB baHka.
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9.5. OTBETCTBEHHOCTh 3a BBHITIOJIHEHHE HEOOXOJMMBIX MEPONPUATHI IO OpraHU3AlMH PEKUMA
KOH(UICHINATLHOCTH NIEPCOHANBHBIX JaHHBIX B (prinanax Bo3jaraeTcs Ha JJupekTopoB Guinaios.

9.6. OTBETCTBEHHOCTh 3a HapylleHHE TpeOoBaHUM 3akoHoAaTeNnbcTBa Poccuiickoit denepanuu u
BHYTPEHHUX JOKYMeHTOB baHka B cepe 0OpabOTKU M 3alIUThI IEPCOHATBHBIX JAHHBIX OMPEACISETCS B
COOTBETCTBHUHU C 3aKOHOJATeIbCTBOM Poccuiickoit denepannm.

9.7. OTBeTCTBEHHOCTh pPAOOTHHKOB baHKa, HMMEIOIIMUX JOCTYNl K MEPCOHAIBHBIM JaHHBIM, 3a
HEBBITIOJTHEHUE TPEOOBAaHUN M HOPM, PETYJHUPYIONIUX O00paOOTKY W 3aIlMTy NEPCOHAIBHBIX JTaHHBIX,
BKIJIOYAasl pasMVIallicHUe WM YyTPaTy TEePCOHATBHBIX HaHHBIX, ONPENCNIICTCS B COOTBETCTBHH C
3aKoHOIaTenbCcTBOM Poccuiickoit denepauu U BHYTPEHHUMH JOKYMEHTaMH baHka mepcoHanbHO st
KaKJ0r0 pabOTHHKA, UMEIOIIETO JOCTYI K MEPCOHATBHBIM JaHHBIM U JIOMYCTUBIIETO TAaKOE HAPYIIICHHE.
Jlutia, BUHOBHBIE B HapyIIEHUH HOPM, PETYJIUPYIOIIMX OOpaOOTKY W 3aIlUTy MEPCOHAIBHBIX JTaHHBIX,
HECYT JUCUUIITMHAPHYIO, A IMUHICTPATHBHYIO, TPAXKIaHCKO-TIPABOBYIO HIIH YTOJIOBHYIO OTBETCTBEHHOCTD
B COOTBETCTBUM C JICHUCTBYIOIIUM 3aKOHOAATEILCTBOM Poccuiickoi denepanuu.

9.8. BuyTpeHHMiI KOHTpONb 3a COONIONEHHEM 3aKOoHoAarenbcTBa Poccuiickoit Denepamuu o
MEPCOHAJIBHBIX JIAHHBIX TMPU BBINOJHEHUH TEKYIIEH JESITEIIBHOCTH pPAOOTHUKAMHU CTPYKTYPHBIX
nojipas/iesieHnii banka Bo3iiaraetcst Ha pyKOBOJUTENICH COOTBETCTBYIONIUX CTPYKTYPHBIX TIOPA3ICTICHHM.

9.9. KonTtpoas 3a obecnieueHrEeM 0€30MacCHOCTH O0OpabOTKH MEePCOHANBHBIX JAHHBIX BO3JIaracTcs Ha
oipa3/ieliecHre, OCYIIECTRISIONIIE (PYHKIIMK IO BOIIpOcaM HHPOPMAITMOHHON 0€3011acHOCTH.

9.10. IIpoBepka cobOmonenus TpeOoBanuii Hactosimed I[lomuTuku ocymectBisiercs Ciyx00it
BHYTPEHHETO ayJuTa B paMKax MPOBEACHUS MTPOBEPOK IMOAPA3/ICICHUA B COOTBETCTBHH C IUIAHOM PadoT
Cny>x0bl BHyTpEHHET0 ayuTa, yTBepaeHHbIM CoBeToM AupekTopoB baHka.

10. BAKJIIOYUTEJIBHBIE MOJOKEHUSA

10.1. Hacrosimas [Tonmtuka siBaseTcst OOMIEAOCTYITHON U TIOUICKUT Pa3MENICHHIO Ha O(QUIIMATHLHOM
caiite banka B MH()OpMAIMOHHO-TEIEKOMMYHHUKAIIMOHHO# cetn «HTepHEeT» 1o ajpecy: WWW.Sevnb.ru

10.2. Hacrosimas [TomuTrka BCTynaer B cuily ¢ MOMeHTa ee yTBepxkaeHus Ilpeacenarenem [Ipasnenus
banka u neiictByet 6eccpoyHo, 10 €ro OTMEHbI MJIM 3aMeHbl HOBOM [lonuTukoi.

10.3. Bce m3menenus B HacTosmnyto [lomutuky BHOCsATCs puka3oM [Ipencenatens [IpaBnenust banka Ha
OCHOBAHMHU H3MEHEHHMH JeHCTBYIOLIEro 3aKkoHoaaTesnbcTBa PP u ycnoBuil 00pabOTKU MEpCOHATBHBIX
AaHHLIX B baHke.

10.4. BHyTpeHHHME IOKYMEHTBI, pErJlaMEHTHUpPYIOLIe 00pabOTKy NEepCOHANbHBIX NaHHBIX B baHke,
pa3pabaThIBalOTCA ¢ YUETOM IMOJIOKEeHUN HacTostiei [lomutuku.

10.5. Hacrosimas [lomuTtuka o0si3aTenbHa s UCIOJHEHUS W TOJUIEKHUT JOBEJCHHMIO JI0 BCeX
COTpyAHUKOB baHka.
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