NPABUNA
ANCTAHLINOHHOIO BAHKOBCKOIO OBCNYXUBAHUA

1. UCNONb3YEMBIE NOHATUA U TEPMUHbI

DOoroBop - poroBop npucoeavHeHuss B cootBeTcTBUU co cT.428 TK P® mexpay «CeBepHbin HapopHbin BaHk» (AO) (manee BaHk) u
Knuentom, coctosumit u3 Hactoswmx [paBun ¢ cooTBeTCTBYIOWMMU npunoxeHuamu n 3assneHus «Ha nopknioyeHue cyeta k Cucteme
[BUCTaHLMOHHOTO GaHKOBCKOrO 0BCNYXUBaHMSAY.

KnueHT - ropuauyeckoe nuuo, UHAMBUAYanbHble npeanpuHUMaTenb, (usnyeckoe nuuo, cusmMyeckoe nuuo, 3aHMMawlleecs B
YCTaHOBINEHHOM 3aKoHogaTenbcTBOM Poccuiickon ®efepaumy nopsake YaCcTHOW MPaKTUKOW, 3aknioumBlee ¢ 6aHKOM foroBop 06 OTKPbITUM
cyeTa COOTBETCTBYHOLIEro BuAa, no kotopomy baHkom npepoctaBnsetcs yenyra [iuctaHUMOHHOro 6aHKOBCKOro 06CnyKMBaHuA.

Cuctema aucTaHumoHHoro 6aHkoBckoro obcnyxmsanus (ganee Cuctema [BO) - kopnopatvBHas wHopmaunoHHas Cuctema bBakka,
npeacTaBnstoLLas coboi COBOKYNHOCTb NPOrpaMMHO-annapaTHbIX CPeACTB, yCTaHaBnuBaeMblx y KnueHTa vy baHka ¢ Lenbio opraHu3aLmu 3neKTpOHHOro
[OKYMEHTO060pOTa C BO3MOXHOCTbIO aBTOMaTtM3aumMW pacyeToB nocpeactBoMm obpabotku Of, nogmmcanms ux 3l u nposepku 3l (aneKTPOHHOrO
pac4eTHO-KacCoBOro 06CHYXMBaHNS).

Cuctema 3MeKTPOHHOrO pacyeTHO-kaccoBoro obcenyxwusanns «WnTepHeT-KnveHt» (nanee Cuctema «WHTepHeT-Knuent») — Cuctema [BO,
ucnonb3yrowas ans coeauHenns ¢ baHkom ceTb VIHTepHeT (MMHUManbHas CKOpOCTb Nepedayyn AaHHbIX He Hinke 128 Kbps), knueHTCkoe nporpaMmHoe
obecneyeHne koTopol (yHKLMOHMpYeT Yepes Beb-6paysepel: Microsoft Internet Explorer, Chrome, Firefox, Opera unu Safari n yctaHaenuBaeTcs npw
nepeom Bxoge B cuctemy (URL-agpec caitta Cuctembl https://dbo.sevnb.ru).

Pa6ota knuenTckoro nporpammHoro obecnevenns Cuctembl 6O obecneunBaetcs B onepauMOHHbIX cpedax, KoTopble MOAAepxuBaloT paboty
6paysepos Microsoft Internet Explorer, Chrome, Firefox, Opera unu Safari npu ncnons3osaHum NULEH3NOHHOTO NPOrPaAMMHOr0 0BeCcneyeHnst 1 HacTpolike
ONepaLMOHHON CMCTEMbI, JOMOMHUTENbHBIX KOMMOHEHTOB, MONUTMKM Ge3onacHOCTM B COOTBETCTBMM C TpeboBaHusMKU cormacHo [punoxeHnio 1 K
HacTosiumm Mpasunam. B cnyyae ncnonb3oBaHus onepaumoHHon cuctembl cemenctea Windows Bepcust formkHa ObiTb He Hike 7. O6s3aTenbHO Hanuune
YCTPOWCTBA A/151 NOAKIOYEHUS KItoueBoro Hocutens - nopta USB He Huxe 2.0. Pabota knneHTckoro nporpammuoro obecneyenns Cuctembl 5O B uHbIX
cucTemMax noaaepkuBaeTcs npu ycnosuu cosmectumoctu ¢ Cuctemoint [160.

Mo o6paboTkon L] noHMmaeTcs otnpaska Of KnueHToM, OTNpaBka NoATBEPXaeHUA Ha NpuHsiTbie bankom O[] Knuehta, BbiBog 3] Ha nevatsb 1 ap.

BesonacHocTb MHGOPMaLMK — COCTOSHWNE UH(OPMALMK, MHCOPMALIMOHHBIX PECYPCOB 1 MHAOPMALIMOHHBIX CUCTEM, NpK KOTOPOM oBecneynBaeTcs
3awmTa MHGOpMaUMM (JaHHbIX) OT YTEYKW, XMLIEHMS, YTpaThbl, HECAHKLMOHMPOBAHHOTO YHUYTOXEHWUS, KOMMPOBaHWS, GMOKMPOBKM, HapYLLEHWS
KOH(MAEHUNANbHOCTY, JOCTYMHOCTH, AOCTOBEPHOCTM U T.N.; COCTOSIHWE 3aLLMLLIEHHOCTH MH(opMaumu, obpabaTbiBaeMoil cpeacTBamMi BbIYUCTIUTENBHON
TEXHWUKU UMW aBTOMAaTU3NPOBAHHOW CUCTEMbI OT BHYTPEHHMX W BHELLHUX Yrpo3.

LocToBEpHOCTb MHGOPMALMK — COCTOSIHUE UH(OPMALMK, MHPOPMALIMOHHBIX PECYPCOB 1 MH(DOPMALIMOHHBIX CUCTEM, NPK KOTOPOM obecneynBaeTcs
OTCYTCTBME UCKAXEHWS, MOAMMKaLIMN, NOAAEIKN, U UHOMO U3MEHEHNS UHCIOPMALINW NULAMM, He UMEIOLLMMI COOTBETCTBYIOLLMX MOMHOMOYMIA.

ONEeKTPOHHbINM AOKyMeHT (aanee 3[1) — AOKyMEHTUPOBaHHas MHGOPMALKS, NPEACTaBMNEHHAs B SNEKTPOHHOM (hopMe, TO ECTb B BUAE, NPUrOAHOM A1
BOCMPUSATUS YENOBEKOM C WUCTONb30BaHNEM 3NEKTPOHHbIX BbIYMCIUTENBHBIX MALLKH, @ Takke Ans nepegaqn no MHAHOPMaLMOHHO-TENEKOMMYHUKALMOHHBIM
ceTam unn 06paboTkm B MHGOpMaLMOHHbIX cuctemax. B Cucteme 160 nog anekTpOHHbIMU JOKYMEHTaMU NOHUMAOTCS 0POPMMEHHbIE B COOTBETCTBMM C
TpeboBaHnsamMu LieHTpanbHoro baHka P® nnatexHble JOKyMEHTbl W cormacoBaHHble CTOpOHaMM AOKYMEHTbI, HEODXoaMMble AN PacYeTHO-KAacCOBOrO
obcnyxuBaHUs 1 BaniOTHOTO KOHTPONS.

OnekTpoHHas nognuck (aanee M) — nHopmaLns B 3NEKTPOHHON hopMe, KOTOpasi NPUCOEAMHEHA K APYrov MH(OPMALUK B SNEKTPOHHONM hopme
(nognucbiBaeMoi MHGOPMAaLWK) MK MHbIM 0Bpa3oM CBS3aHa C Takoi MHOpMaLMen 1 KoTopas UCMoNb3YeTes ANs onpeaeneHns nuua, NoANMCHIBAIOLLEro
WHopmaLmo. B COOTBETCTBUM C BUZAMM SMEKTPOHHOW MOAMMCH, YCTAHOBMEHHbIMM DenepanbHbIM 3akoHoM 0T «6» anpens 2011 roga Ne63-03 «06
3NEKTPOHHOW nognucu» (fanee — 3akoH) B HacTosWwmX [Mpaeunax nog A1 NOHUMAETCS W UCMONb3YeTCH B CUCTEME SNEKTPOHHBIX PacyeToB yCUneHHas
HekBanuuLMpoBaHHas SMeKTPOHHas NOANMUCh, KOTopas NonyyYeHa B pesynbTate Kpuntorpaduyeckoro npeobpasoBaHns MHGOPMaLMK C UCTOMNb30BaHUEM
KNKoYa 3MEKTPOHHOM MOLMMCH; NO3BOMSIET ONPeAEenuTh NULO, NOLMMCABLLEE SMEKTPOHHBINA JOKYMEHT; NO3BONSAET 0OHAPYXUTb (DaKT BHECEHWS USMEHEHWII B
3NEKTPOHHBINA JOKYMEHT MOCIe ero NoANUCaHUs; CO3[aeTcs C UCMNOMnb3oBaHWeM CPEACTB ANEKTPOHHOM NOAMNCH.

YoocroBepsitowumin LeHTp (nanee YL) — Bauk, ocylwiecTBnstowmMin GyHKUMM N0 3aBEPEHUI0 cepTudmMkaToB kntover nposepku M, a Takke MHbIX
(PYHKLMIA, NpeLyCMOTPEHHBIX 3aKOHOM.

YNonHOMOoYeHHoe NULO (aAMUHWCTPATOP) YAOCTOBEPAOWEro LeHTpa — uandeckoe nuUo, siBnsioweecs paboTHukom YL, m HagenenHoe
MOMHOMOYMSIMI MO 3aBEPEHNI0 CepTMAMKATOB KNouel nposepki M n OT3bIBY CEPTUGMKATOB KItoden npoepku M, a Takke MHBIMW MOMHOMOYUSMA,
npesycMOTPEHHbIMW JeiCTBYHOLLMM 3aKOHOAATENbCTBOM.

Cpeacrea YL — nporpammHble 1 (1) annapaTtHble CPEeACTBa, UCMOMb3yeMble 1S peanu3auum dyHkumui YL,

CpepncTBo kpuntorpadmyeckon 3awmtbl uHdopmaumn (ganee CK3WM) - npegHasHayeHo ANS SMEKTPOHHOM nognucu ¢hainoB € LeEbl
NOATBEPXAEHNS MOANMHHOCTI UH(OPMALMK M e€ aBTOPCTBA U LWMGPOBAHUS STUX (hanoB Npu Nepeaaye no OTKPbITHIM KaHanam CBS3u A1s obecneveHns
KOHdMAEHUMaNLHOCTY.

Cpeacrea 3N — CK3W, ucnonbayemble ans peanusauun xots 6bl 0QHOM M3 cregylowmx ¢yHkumn — cosganue Jl, nposepka Ol, cosgaHue
cekpeTHoro knoya Al u knroya nposepkn M.

Bnagenel ceptudmkata kntova npoeepku M — dmsmyeckoe NULO, SBASKOLLEECS BRagernbLem cueta unn uanyeckoe nuuo, aencTsytollee ot
MMEHW BnafenbLa cyeTa, 0bnaaaloLlee NpaBoM pacropsikeHUs AEHEXHbIMW CPeACTBaMU C NPABOM MOLANMCU (IMHAHCOBBIX [JOKYMEHTOB, KOTOPOE BraaeeTt
COOTBETCTBYIOLNM CEKPETHbIM KrioyoM Jl, nossonsiowmm ¢ noMoLlbio cpeacts 3N co3pasatb Al B 3NEeKTPOHHbLIX OOKYMeHTax (nognucbiBath Of1) u
KOTOPOMY B YCTaHOBIIEHHOM MOPSZKe 3aBEPEH cepTudmkaT kroya nposepku 1.

KntoueBoit HOCUTENb — MALUMHHBIA HOCUTESb MHAOPMALN (SNEKTPOHHBIN uaeHTMdMKaTop Rutoken, MEOLLMIA MHAMBUAYaNbHLIA CEPUAHBIA HOMEP),
COAEPXaLLWN CeKPeTHbIN koY .

Kntou O (cekpeTHbin kntoy OlM) — yHUKanbHas nocnefoBaTenbHOCTb CUMBOMOB, NpeaHasHadeHHas ans cosaaqus 1.

Kntou nposepku O — yHUKanbHasi nocrefoBaTenbHOCTb CUMBOMIOB, OAHO3HAYHO CBSA3aHHAs C CekpeTHbIM Kntodom 3l W npeaHasHayeHHas Ans
npoBepkm nognuHHocTyn 3.

[eHepaums kntoya — onepauus, npegycmotpeHHas CK3W, pesynsTatom koTopoi aBnsieTcs BolpaboTka cekpeTHoro kntova 3, ktoya nposepku AN

PekB13uTbI NepCoHanbHOro Napons — yHuKanbHble NocneaoBaTenbHOCTM CUMBOMOB (NOMVH, Naponb U MAEHTMAMUKATOP), rEHEpPUPYEMbIE ANS KAXZO0ro
Monb3oBatens KnueHta, 6Gnarogaps KOTOPbIM CTaHOBMTCS BO3MOXHbIM BXxof [lonb3oBatens B Cuctemy «MHTepHeT-KnueHT» M camocTosTenbHas
reHepaums Nonb3oBatenem cekpeTHoro kntoya Ol unm gocTyn B VHGOPMaLMOHHBINA cepBiC.




Ceptudmkat kntoya nposepku Il — aNEKTPOHHbIN JOKYMEHT, nognucaHHbli Il ynonHomoueHHoro nuua YL, nnv gokymeHT Ha BymaxkHOM HocuTene,
BblgaHHble YL v noaTBepKaaloLLMe NpUHALNEXHOCTb kitoda nposepku M BnagensLy cepTudmkata kntova nposepku M.

MoaTeepxaeHne nognuHHocTu M (ganee nposepka M) — NONOXUTENbHbLIN pesynbTaT NpoBepku cpeactsom Il ¢ ucnonb3osaHnem ceptudukarta
kniova nposepku Ol npuHagnexHoctn A B 3NEKTPOHHOM [OKYMEHTe BnajenbLy cepTudmkata kntova npoepku Ol U OTCYTCTBUS MCKAaXEHUA B
noanMcaHHoOM faHHoi Ol 3NeKTPOHHOM JOKYMEHTE.

KomnpomeTaums cekpeTHbix kntoyen M — yTpata CekpeTHbIX krtoyei A u (unm) knioveBbiX HOCUTENEN (B TOM Yucrie C WX MOCHeayoLLmm
OBHapyxeHueM), XuLLeHre, pasrnalleHne, HeCaHKLMOHUPOBaHHOE KOMMPOBaHMe, Nepeaaya ux no NUHUN CBA3W B OTKPLITOM BIAE, YBOMbHEHWE COTPYLHMKA
- Bnagensla cepTudukata knova nposepku M, 3apaxeHne BUPYCOM KOMMbIOTEPA, Ha KOTOPOM (PyHKLMOHMPYIOT cpeacTaa 3, unu obHapyxeHue Ha Hem
BPEOHOCHbIX NPOrpamm, a Takke niobble Opyrve Buabl HapylueHus Be30macHOCT MHGOpMaLWK, B pesynbTaTe KOTOPbIX CEKpeTHble kmoun 3l moryt
CTaTb AOCTYMHLIMI HECAHKLMOHMPOBAHHBIM fiuLam v (1nn) npoLeccam.

WHdbopMaLMOHHbI cepBuc — cepBic Joctyna Knnenta k cucteme «MHTepHeT-KNMEHT» C BO3MOXHOCTHIO MPOCMOTPA BLIMKCKM MO NOAKMKYEHHBIM K
CUCTEME CYETaM, a TakKe BO3MOXHOCTb 3anpoca BbINUCKU. BO3MOXHOCTb COBEpLLATH PacXOAHbIE OMepaLymn N0 pacyeTHOMY CYETY, a Takke 0BMeHNBaTLCS
uHdopmaLumen ¢ baHkom NOCPEACTBOM NPOW3BOSBHBIX AOKYMEHTOB OTCYTCTBYET, Hannune USB nopta v ucnonb3osanue kntoyeit O He Tpebyertcs.

Monb3oBatenb — YMNONMHOMOYEHHOe NuLO KnneHta, KOTOPOMY Ha OCHOBaHMWM MpeAocTaBneHHOro B baHk 3asBneHus Ha MOOKNKYeHWe cyeTa K
Cucteme [IBO vnnn 3asBneHns Ha NoAKMIOYEHe JONOMHUTENbHbIX Nonb3oBaTtenei (Mpunoxenue 2) npegoctaeneH goctyn k Cucteme JBO0.

OnepatuBHoOe NHAOPMMPOBaHME O PACXOAHbIX Onepaumsax — becnnatHas ycnyra, 3aknovatoascs B otnpaske CMC-coobLueHuin u (unu) coobLyeHni
NO 3MEKTPOHHON MOYTE, COAEPXaLUMX PEKBU3MTbI MAATEXHbIX LOKYMEHTOB MO PacXOdHbIM onepaumsam. [logknioveHne ycnyru OCYLLECTBNSETCS Ha
OCHOBaHUK 3asiBNEHNs 0 NPUCOEAMHEHUN K HacTosALMM [paBunam unu Ha ocHoBaHUK 3asiBneHns Ha nogkmioyerue (Mpunoxenne 3), KOTOPOe COAEPXKUT
napameTpbl MH(OPMUpOBaHWA (HOMep TenedoHa, aapec SNEKTPOHHOM MoyThbl, dopMat coobuieHuir). OTKMIOYEHNE OT YCyrn OCYLLECTBNSETCS Ha
OCHOBaHuU¥ 3asBneHns Ha OTKMKYeHMe (B MPOM3BONBHON hopme).

2. NPEOMET OFOBOPA

2.1. Hactoswwmm Jorosopom CTOpOHbI NPU3HAKT HOPUANYECKYI0 CUMY SNEKTPOHHBIX JOKYMEHTOB, nognucaHHbix Ol cooteeTcTByloLen CTOpoHbI ¢
ucnonb3oBaHneM cpeacts Jl1, CO3AaHHbIX B COOTBETCTBMW C AENCTBYIOWMM 3aKOHOAATENbCTBOM OO 3MEKTPOHHOM MOANUCW M CPeacTBax
KpunTorpadmyeckon 3aluTbl MHopMaLK.

2.2. B Cucteme IO npuHMMAKOTCA K UCMONTHEHNIO pacnopsikeHWUsi 0 nepeBofe AeHEXHbIX CPeAcTB, 0(hOPMIEHHbIE B COOTBETCTBUM C
[eCTBYIOWMUM 3aKOHO4ATeNbCTBOM U HeobXxoguMbie AN npoBeAeHWs onepauuit no cyetam KnuenTta. [Ins npoBeaeHus onepaumii no cyety
Knuenta, oTkpbiToMy B BaHke, Mcnonb3ylTcsi nonHodopMaTHble ANEKTPOHHbIE OOKYMEHTbI, COAepKale BCe PEKBU3UTbI NNATEXHOro
AOKyMeHTa Ha OymaxHOM HocuTene.

Mpwn obcnyxusannm B Cucteme JBO BantoTHbIX cyeToB KnneHta, CTopoHamu gonyckaeTcs 0OMeH SMEKTPOHHBIMM JOKYMEHTaMM, 0GhOpMASEMbIMM
Npy COBEPLUEHUN BamiOTHbIX Onepauui B COOTBETCTBMM C HaHKOBCKMM 3aKOHOA4ATENbCTBOM M 3aKOHOLATENbCTBOM O BaMtoTHOW PErynupoBaHun M
BaIlOTHOM KOHTPOIE.

2.3. dopmat 3neKTpPOHHbIX JOKYMEHTOB onpeaensietcs baHkom n nepeaaetcsa KnueHty Bmecte ¢ nporpammHbiM obecnevennem Cuctembl ABO.

2.4. B Cucreme IO baHkom He npuHUMAOTCS K ucnonHeHuio Ofl, HanpaBneHHbIe Ha BO3HUKHOBEHME, NPEKpaLLeHe, U3MEHeHe Mexay baHkom u
KnueHTom uHbIX 0653aTenbCTB, HE OrOBOPEHHbIX HacTosLmMMI Mpasunamu.

He npuHMMaloTcs CkaHMPOBaHHbIE KOMUU JOKYMEHTOB, KOTOPbIE AOKHbI ObITb NPeACTaBNEHbI B KONUAX 3aBEPEHHbIX B COOTBETCTBUM C
[eNCTBYIOWMUM 3aKOHOAATeNbCTBOM. VCKknoueHne COCTaBNSAOT CKaHUPOBaHHbIE KOMWUM JOKYMEHTOB, 00A3aHHOCTb NPeAOCTaBNEHUsI KOTOPbIX
npegycMOTpeHa AeNCTBYIOWMUM 3aKOHOAATENLCTBOM.

2.5. OneKTpoHHble AOKyMeHTbl, npuHATble baHkom Ao 17.00 4. NO MOCKOBCKOMY BPEMEHM, CUMTalOTCs MOCTYMMBLUMMM B npegenax
ONepaUMOHHOMO AHS. ONEKTPOHHble OOKYMEeHTbl, nocTynvelive nocne 17.00 4, cuyuTaloTCs MOCTYNMBLUMMM Ha CMEAYIOLWA ONepaLyoHHbI AeHb.
BpemeHem oTnpaBky (nnm nonyyenns) daitnos O ABNSETCS BpeMs 3aBepLLeHns onepaLum 3anucy 3 B 6a3y AaHHbIX.

2.6. Wcnonb3yembliit B Cucteme 160 ceptudmkar knoya nposepkn Al gormkeH 6biTb CO3AaH UCKMtounTeNbHO cpeacteamu O, UCMONb3yemMbiMn B
AanHoin Cucteme B0 (ans obecneyeHnst NPOrpaMMHOIA U TEXHOMNOTMYECKO COBMECTUMOCTH).

2.7. CTopoHbl npusHatoT, uto cpeactea YL u cpeactsa Ol, npumensiemble B Cucteme [BO, npu nx UCnonb30BaHM B COOTBETCTBUM C MEpaMm no
obecrneyeHunto 6e30nacHoCTi MHOPMaLWK, NPeAYCMOTPEHHbIMU B HAacToALMX MpaBunax, He HapyLwalT LOCTOBEpPHOCTb MHAopMaLun, obpabaTbiBaemoil
C WX MOMOLLBH0.

2.8. lMepenaya kNIOYEBOrO HOCUTENS M PEKBM3UTOB NEPCOHAMNbLHOTO Napons NPOU3BOAMTCS HEMOCPEACTBEHHO NULY, Yka3aHHOMY B 3asBNEHWW Ha
NOAKMIOYEHNe cyeTa (3asBNEHMM Ha nopknioyeHne nonb3osatens) k Cucteme OBO. KnioueBoi HOCUTENb Ha Kaxdoe (hM3v4eckoe NULO BblgaeTcs B
e[MHCTBEeHHOM ak3emnnspe. Obnagaqune ogHUM U3MHECKUM NILOM HECKOMbKUMM CekpeTHbIMK kntovamu Ol ¢ npasom nognuen [ He gonyckaeTcs.

2.9. ®opmupoBaHue cekpeTHbIX Kmtoyeil A KnmeHTa mpous3BoanTCs MCKNKOUMTENBHO camum KnveHToM, TakuMm obpa3oM, YTO €AMHCTBEHHBIM
BnagenbLiemM cekpeTHoro krova Al sBnsetcs nuuo, ero copmupoasluee. CBeaeHnst 0 cekpeTHoM kriode Al B BaHke oTcyTeTBytoT. Kntouu npoBepkm
OlN, xpaHswmecs B baHke, He MOryT 6bITb MCMONb30BaHbI A4S nognucy 3 unn BOCCTAHOBNEHUS (BBIYUCIIEHNST) CreHEPUPOBAHHDBIX KIMEHTOM CeKpeTHbIX
kntoveir Al

2.10. Mopgkntovenue kaxporo cyeta KnueHta k Cucteme ABO npou3BOAMTCA Ha OCHOBAHWM OTAEMNbHOrO 3aserneHus «Ha noakntoueHune cyera K
CucTeMe aucTaHUMOHHOTO 6aHKOBCKOrO 0BCMyXUBAHUSY.

2.11. B Cucteme 6O He ycTaHOBMEHbI OrpaHNYeHUs Mo napameTpam onepauuii npu HanpasneHun L. KnueHT MOXET yCTaHOBWTb MepeveHb
orpaHuyeHui npu pabote ¢ cuctemMon «MHTEPHET-KNMEHTY, 3aMONHUB 3asiBMieHUe Ha YCTaHOBKY OrpaHuYeHuin B cucTeMe AWUCTaHLMOHHOr0 BaHKoBCKOro
obcnyxwveanus (OBO) (Mpunoxerue 4). OrpaHUYeHns Ha onepauyi HauMHaKT LEeNCTBOBATb He paHee BTOPOrO OMEPALMOHHOMO AHSI MOCNe perucTpaumm
3asBneHus B baHke.

2.12. TlpuocraHoBneHne/Bo306HOBNEHNe obcnyxmBaHus cyeta B Cucteme [BO ocywecTensercs bankom no sassneHuto Knuenta (Mpunoxenue
6,7) B nopsiake, NPeayCMOTPEHHOM HACTOSILYMMM NpaBuUnamu. B nepuog NpuocTaHoBNeHUs kommuceust 3a obcnyxmusaHns cyeta B Cucteme 160 baHkom He
B3MMAeTCs, 32 MCKMOYEeHUeM MecsLeB, B KOTOPbIX Obiny nogaHbl 3asiBfieHUst O NpUOCTaHOBNEeHU/BO30BHOBNEHUM obcnyxuBaHns cyeta B Cucteme.
MepecyeT KOMMCCUM 3a MECSIL,, B KOTOPOM BbINIo NOAAHO 3asiBMEHNE O NPUOCTaHOBNEHMU/BO30OHOBNEHUN 0bcnyxuBaHus cyeTa B cucteme B0, baHkom
He NpoM3BOAUTCS 1 ynnauusaetcs KnueHTom B NONHOM pasmepe.

3. OBA3ATE/IbCTBA CTOPOH

3.1. BaHk obsasyercs:
3.1.1. MNepegatb KnuneHTy no AKTy npuema-nepegayn npu NOAKMOYEHUN:



3.1.1.1. 3aperucTpupoBaHHblit B Cucteme «MHTepHeT-KnneHT» Hocutens kntova ;!
3.1.1.2. PexBu3uTbI NepCOHaNLHOIo napons.
3.1.2. XpaHuTb He MeHee Tpex NeT maTepuarsl no npeameTy [JoroBopa 415 pa3peLleHnsl Copos, B TOM YKUCHE:
3.1.2.1. ®ainbl O[], nonyyenHsle ot KnueHTa.
3.1.2.2. CepTudcpmkart kntoya nposepku Al B GymaxHOM Buae 1 B OPMe 3NEKTPOHHOTO [OKYMEHTA.
3.1.3. MpuHumate K wcrnonHeHnto [, MOANWMHHOCTL KOTOPbIX MOATBEPXKAEHA MOMOXWUTENbHbIM pesynbTatom npoBepkn Il KnuewTa, 3a
WUCKITOYEHNEM CIy4aeB, OrOBOPEHHbIX M. 3.3. HacTosAwmx Mpasun.
3.1.4. HemepneHHo coobwntb KnueHTy 0 dhakte He noaTBepxaeHns nognuHHocty ero O, nocpeacteom yegomnenus B Cucteme BO.
3.1.5. Wucpopmuposats Knuenta nocpeacteom Cuctembl [BO 0 NpuUHATAM (HEMPUHATAN) OOKYMEHTOB B SMEKTPOHHOM BUAE C yKa3aHWeM B
yBELOMSIEHNM AaTbl OTNPABEHUS U AATON NPUHATUS (HENPUHATUS) COOBLLEHNS, MPUYMHON OTKa3a B MPUHSTUAN.
3.1.6. WHopmuposaTb KnneHTa 0 NpoBEAEHHbIX MO CHETY onepauusix, B TOM Yucrie ¢ ucnonb3osannem 3, nytem Hanpaenexus no Cucteme
[BO anekTpoHHOMN BbINUCKW Ha CeAYHLLMA OnepaLyoHHbIi AeHb, Cneaytowni 3a aHeM nepegaqn 3 B bank, nocne 9.30 ytpa.
3.1.7. TpuocTtaHoBUTL/BO306HOBUTL 06CnyxnBaHne cyeta B Cucteme JBO Ha cregylowmin AeHb CO AHS yKasaHHOTO B 3asiBrieHnn Knuewta B
nopsiake, NpeaycMOTPEHHOM HacToswwmMu Mpasunamu.

3.2. KnueHT 0643yeTcs:
3.2.1. 3HaKOMMTLCS C U3MEHEHUSIMM W [OMOMHEHNAMU, BHECEHHbIMM B HacTosiwme Mpasuna u Tapudbl BaHka, akTyanbHORA SKcnyaTaLloHHOMR

pokymeHTaunen Cuctembl [160. He pexe opHoro pasa B kaneHgapHoMm mecsue obpalatbes B baHk unu Ha cant banka www.sevnb.ru 4ns nonyyeHns
MHOPMALMK O BHECEHHbIX M3MEHEHNsX B HacTosiwme Mpasuna n Tapudbl. Mpu Hecornacum ¢ BHECEHHbIMI U3MEeHeHNAMN KnueHT yBegomnseT 06 aTom
BaHk B n1CbMEHHO (hopMe B TeyeHue 5-Ti JHel C MOMEHTa 03HaKOMIEHS.

3.2.2. Cobniogatb ycTaHoBNeHHble baHkom dopmatsl 3.

3.2.3. Cobntogatb pernameHT oTnpasku S,

3.2.4. WckniounTb JOCTYN K KIOYEBOMY HOCUTENIO U PeKkBM3NTaM NepCoHanbHOMo Napons HeynonHOMOYEHHBIX AL,

3.2.5. He nepepaBatb, He KOMMPOBATb, HE pa3rnallaTb CEKPETHbINA kntod Al TpeTbUM NuLam.

3.2.6. KnmeHT camocTosATeNbHO OCYLLECTBASET YCTaHOBKY U HacTpoilky Cuctembl ABO, a Takke nocneaytoLyto reHepaumo cekpeTHoro kmoya Ol
Ha NpuHagnexatiem emy 060pyLoBaHUM, COrMACHO NOMb30BATENbCKOM AOKYMEHTaLMM.

3.2.6.1. [Hdoctyn k gokymeHTaummn Cuctembl «MHTepHeT-KnneHT» ocyLLecTBRsSeTCs nocpeacTeoMm caiita https://dbo.sevnb.ru.

3.2.7. O6HoBnATL kKOMNOHeHTbI Cuctembl 1B0.

3.2.8. MpuHatb mepbl no obecneyennto GesonacHocT umHopMauum, obpabaTbiBaemon nocpeacTBoMm cocTasnsowwmx Cuctembl [0,
PacrofioXeHHbIX HA €ro TeppuTOpWM, He NPOTUBOPEYalLMe AENCTBYIOLEMY 3aKOHOAATENLCTBY W MONOXEHWUsM HacToswwx Mpasun, JocTaTouHble 4ns
HeAOoNyLLEeHWs W (Mnn) HeRTpanM3aLm NoCNeaCTBUIA PUCKOB, YKasaHHbIX B NyHKTe 6.3 HacTosumx Mpasun.

3.2.9. PaccmartpuBath BClo MHGOpMaLmio, MonyyeHHyto oT baHka B xoae BbInonHeHns [lorosopa, (3a UCKIIoYeHEM CBEAEHNI, BOCTYN K KOTOPbIM
He MOXET ObITb OrpaHMYeH B COOTBETCTBUW C 3aKOHOLATENbCTBOM) KaK KOH(MAEHLMANbHYIO M HE UCMOMb30BaTh €€ B LENAX MHbIX, YEM OMpeAeneHo
ycnosusmu [lorosopa.

3.2.10. ObsizatenbcTBa N0 COXPaHEHMO KOH(MAEHUNANbHOCTU UMEKOT CUMy MOCMe UCTEYeHUst Cpoka AercTBus [JoroBopa unmn ero JOCPOYHOro
PaCTOPXEHNs! B TEYEHWE NOCNEeaYHOLLMX TPEX feT.

3.2.11. Tlpu He noaTteepxaeHnn nogmmHHocTM Ol nomyyeHHbix U3 baHka 3[1, coxpaHuTb 3T JOKYMEHTHI C OFHOBPEMEHHbIM CoobLleHneM 06
3TOM B baHk.

3.2.12. Tlpn BO3HWKHOBEHMM CMOPOB, CBS3aHHbIX C Mcmonb3oBaHMem Cuctembl B0, npegoctaBnsate no nucbMeHHOMy 3anpocy baHka Bce
HeoOX0aWMbIe JOKYMEHTDI.

3.2.13. HemepnneHHo yBegomuTb baHk 0 npekpaLleHun NoNHOMOUMIA BNaaernbla cepTudnkaTa kntova npoBepkn Al 1 He OCyLLeCTBNSTL OTNpaBKy
B bank O[], nognucanHbix Ol Bnagenbla cepTudmkata kntova nposepki 3, He 0bnaaaroLLero COOTBETCTBYHOLMMIA MOMHOMOUYMAMU.

3.2.14. He pexe ogHoro pasa B TeueHue paboyero aHs NpoBepsiTb UCNoNHeHue BaHkom nnatexHbix 3L 1 npoBedeHWe onepauui no cyety B
COOTBETCTBMM C MHCDOPMaALMEN, NpeacTaBneHHon baHkom B COOTBETCTBMM C MyHKTOM N. 3.1.6 unu cogepxalleincs B caMoCTOSTENbHO 3anpalunBaemoi
KrnneHTom Bbinucke no Cucteme AABO.

3.2.15. He nepenaBatb knueHTCckoe nporpammHoe obecneverne Cuctembl IBO v npaea no [JoroBopy TpETbM NnLaM.

3.2.16. B cnyvyae komnpomeTaumu CekpeTHbIX kmtoden Ol, a Takke Npu BO3HUKHOBEHMM MOAO3PEHMIA O BO3MOXHOM HapyLueHun BesonacHocTu
Cuctembl [1BO:

3.2.16.1. HemepgneHHo coobwutb 06 aTom B YL| baHka no tenedonam 40-97-07, 40-97-03, 40-95-95, 40-97-25 unm SBUTLCSA IMYHO, NOCTE Yero
B WCMOMHEHUM BCEX 3/IEKTPOHHLIX AOKYMeHTOB KameHTa, nepefaHHbix no cucteme WHtepHeT-Knuewt GypeT oTkasaHo. Sliobas uHdpopmauus,
nepeganHas Knuextom no Cucteme JBO ¢ ncnonb3oBaHMEM CKOMMNPOMETMPOBAHHbIX CEKPETHbIX Krtovei Ol BaHkom, urHopupyetcs. BosobHosneHne
pabotbl B Cucteme [J5O BO3MOXHO TOMBKO € caHKLum baHka nocne Bbigaun KnveHTy HoBbix krtoyeit Ol.

3.2.16.2. TpencraButb B BaHK NUCbMEHHOE YBEOOMIEHME, COAEPXKALLEE U3NOKEHWE 0BCTOATENLCTB, OTHOCALLMXCS K CAy4ak KOMMpOMeTaLmi
kntouen 3N unm NOAO3PeEHMIn 0 BO3MOXHOM HapylueHnn 6esonacHocTi Cuctembl ABO, a Takke 3asBneHne 06 0T3biBe COOTBETCTBYHOLLMX CEPTUMKATOB
kntoveir nposepku M (MpunoxeHue 5).

3.2.17. KrueHT o0Bs3yeTca ucnonb3oBatb cpegctBa Ol u obecneuntb BbinornHeHwe [lonb3oBaTensMu B COOTBETCTBAM C MpaBuriiamu
nornb30BaHUs UMW 1 nornoxeHusamu [loroBopa, a Takke npuHAMaTb Mepbl no obecneveHnio GesonacHocTn uHdopmauun npu pabote B Cucteme 6O
cornacHo MpunoxeHnto 1 k HacToswwmM Mpasunam.

KnueHT 06s3yeTcs obecneunTsb BbINONHEHWE YKa3aHHbIX Npasun 1 TpeboBaHuin ynonHOMOYeHHbIMK Monb3oBaTensMu.

3.2.18. Tpu pacTtopxeHun [oroBopa BepHyTb BaHKy nepefaHHble BO BPEMEHHOE MOMb30BaHWE HOCUTENW (MnM BO3MECTUTb WX CTOMMOCTb
cornacHo Tapudam baHka), yaanuTb (YHUYTOXUTL) BCe ak3eMnnspbl nepegaqHoro no orosopy nporpammHoro obecneyenns Cuctemsl JBO (B Tom uucne
CK3W).

3.2.19. He ocyLecTBnsTL B OTHOLLIEHUM KITMEHTCKOrO NPOrpamMMHOro obecneyeHus, ero Mogynei 1 nogcuctem, a Takke CK3W:

3.2.19.1. [lexomnununpoBaHue 1 (Mnu) U3yyeHne koaa, ero MognduKaLmio Unu ynyJiueHve.

3.2.19.2. Ucnonb3oBaHue He B cocTase cooTaeTcTBYloLen Cuctemsl [150.

1
B cnyyae ncnonb3oBaHUA KNMEHTOM MH(I)OpMaLI,MOHHOFO cepsBuCa HOCUTENb KNKOYa M He nepenaetca


http://www.sevnb.ru/
https://dbo.sevnb.ru/

3.2.19.3. Tlepenayy TpeTbUM nuLaM Kakux-nnbo npas He B coctaBe cooTBeTCTBYHOWE Cuctembl [B0.
3.2.19.4. He ucnonb3oBaTb kakuM-nnbo 0bpa3oM KOMMOHEHTLI, MOYNN W NOAcMCTEMbI nporpaMmHoro obecneverus Cuctemel B0 B gpyrux
nporpammax anst 3BM.
3.2.20. TpoBoauTb NNAHOBYH 3aMeHy CeKpeTHBbIX Krtoder Ol 1 COOTBETCTBYIOLMX UM KNtoYeil npoBepok Al oguH pa3 B roa.
3.2.21. Bnagenel cepTudmkata kntova npoeepku Al npu nogade Ceptudmkarta knoua nposepki Il Ha DymaxkHOM HocuTene 00s13aH ABUTLCA B
Bank (dunnan baHka), umes npu cebe OOKYMEHT, YAOCTOBEPSIOLLMIA MUYHOCTb M COBCTBEHHOPYYHO nognucatb 6naHk CepTudmkata B MpUCYTCTBUM
YNONHOMOYEHHOTO COTPYAHMKa baHka.

3.3. MpaBa baHka:

3.3.1. BbaHk BnpaBe He NpUHATb K MCOMHEeHMI0 Of1 nnm He NCnonHUTL NpuHATBI O B cnyyasx:
3.3.1.1. Hannyum comMmHeHuin B NONTHOMOYMSIX BriagenbLa cepTudukaTa kntoda nposepku 1.
3.3.1.2. Mpm nony4eHnm coobLueHMs 0 BO3MOXHON kKomnpomeTaLmy kntouert 3N B cootBeTCTBUM C . 3.2.16. HacToswwmx Mpasun.
3.3.1.3. MNpw HecooTBeTCTBMM 3]} chopmarty, ycTaHoBneHHOMY baHkoMm.
3.3.1.4. B vHbIx criyyasx, npegyCMOTPEHHbIX JeNCTBYIOLMM 3aKOHOAATENbCTBOM.

3.3.2. 3anpawwumeath y KnueHta 4OKyMEHTbI NPY BO3HUKHOBEHWW CMIOPHBIX CUTYaLWIA Npu ucronHeHun Jorosopa.

3.3.3. PacToprHyTb B 0OQHOCTOPOHHEM nopsizke [Jorosop npu HapyLeHus KnneHTom ycnosuin HacToswwmx Mpasun.

3.3.4. bank BnpaBe 06H0BNATL KOMNOHEHTLI Cuctemsl JBO.

3.3.5. baHk Bnpase u3meHsTb Tapudbl 3a ucnonb3osaHue Cuctembl JBO 1 3a npegocTasnsemble ycnyru.

3.4. MNpasa KnueHta:
3.4.1. KnueHT BnpaBe, HO He YaLLe Yem 1 pa3 B rog, 06paTnTbecs B BaHk ¢ 3asiBneHnem o npuoctaHoBneHumn obenyxuearus cyeta B cucteme 160
B ropsake, NpedycMOTPeHHOM HacToswmmu lMpasunamu. Mpu 3aTom npuoctaHoBneHwe obcnyxueaHus cyeta B cucteMme JBO He npuoctaHaenuneaet
Te4YeHue cpoka gencTams knroya .

4. MOPALOK NPOBEPKW 3NEKTPOHHOM NOANUCH
4.1. Mposepka 3 B 3[1, nepenasaembix CtopoHamu [Jorosopa B Cucteme [1BO, sensetca obssatencHoi u ocywiectensetcs cpeacteamu Il
aBTOMATUYECKM NPy NOCTYNNEHM HoBbIX Of, pesynbTtat nposepku 31 xpaHnTbes B nor-channe Cuctemsl [60.
4.1.1. B Cucreme «MHTepHeT-KnneHT» npoBepka 31 npoBOANTCS aBTOMATUYECKM, pe3ynbTaT npoBepki Ol MOXHO NOMy4MTb, BOCMONb30BaBLLMCh
KHOMKOI B NaHenm MHCTpyMeHTOB «poBepka NOANMCHy Y KOHKpeTHoro .
4.2. WcxogHbiMu AaHHbIMKM ANs npoueaypsl nposepku Ol sBnstoTCs:
4.2.1. 3[1, nepeaaHHbin ogHoit 13 CtopoH B hopmaTte Cuctemsl 6O 1 nognucanHbiii ee M.
4.2.2. Ceptudwmkart kntova nposepku I CTopoHbl, nognucasiuen 3.
4.3. 31 B aneKTPOHHbIX JOKYMEHTaX, nepesaBaembix CTopoHamu [loroopa B Cucteme [1BO, npusHaeTcs [eNCTBUTENBHOA NPy OGHOBPEMEHHOM
cobnofeHnmn CrieayioLLmx YCnoBuiA:
4.3.1. Ceptudmkat kntova nposepku 3 3aBepeH YL banka.
4.3.2. Ceptudumkart kntoya npoeepkun A AeNCTBUTENEH Ha MOMEHT nognucanus Of.
4.3.3. TonoxuTenbHbIn pe3ynbTaT NPOBEPKN NMPUHAANEXHOCTM cepTudmkaTa koya nposepkn Al yyactHuky Cuctemsl [50.
4.3.4. TlonTeepXOeHO OTCYTCTBIE U3MEHEHWN, BHECEHHbIX B O[], nocne ero noanucaHus.
4.4, Tlposepka Ol gomkHa ocyLLecTBNATLCA cpeacTBamu Al B COOTBETCTBUM C NpaBunamu Nofb30BaHUs UMU.
5. YCNOBWA ONNATbI
5.1. 3a obcnyxwueanne B Cucteme 1650 cyeToB BanMaeTcs exemecsyHas aboHeHTCKas nnata 3a Kaxgbli noaknioyeHHbin k Cucteme ABO cuet
cornacHo gencraeytowmum Tapudam Batka.
5.2. Onnarta NpoucXoAuT NyTeM CNMCaHUs JeHeXHbIX cpedcTB co cyeta Knuenta. Mpu noakntoyenumn k Cucteme JBO HeckONbKUX CYETOB,
BaHk BnpaBe cnucatb AeHeXHble CPeACcTBa ¢ oboro cueta (CYETOB), Ha KOTOPOM(bIX) UMEHOTCS CpeacTBa.
5.3. B crnyyae HEBO3MOXHOCTW B3MMaHWS (CMIUCaHWA) NnaTbl U3-3a OTCYTCTBUSI CPEACTB Ha cueTe KnneHta B TeveHne 30 kaneHaapHbIx aHei, bank
Brpase pacTtoprHyTb Jorosop. Mpu atom baHk otnpasnsieT no Cucteme AABO TpeboBaHue 06 onnate 3agomkeHHOCTU. MMpn HesbinosHeHUM KnneHTom
AaHHoro TpeboBaHusa No onnate B TeYeHMe S-OHelt Co AHS ero HanpaeneHus [JoroBop cunTaeTcs pactoprHyTbiM, U KnueHT oTkmioyaetcs o1 Cuctemsl [160.

6. ®OPC-MAXOP U PUCKW, CBA3AHHBIE C UCMNOJNIb30OBAHWEM 3

6.1. CTopoHbl 0CBODOXAAIOTCA OT OTBETCTBEHHOCTM 33 YACTUYHOE WM MONHOE HEUCNOMHEHWE 0053aTENbCTB, ECMIN 3TO HEMUCMOMNHEHWE SBUIOCH
cnepcTBueM 06CTOATENbCTB HENPEOAONMMON Curlbl, @ Takke AEMCTBUI U PELLEHMI BbICLUINX rOCYAApCTBEHHbIX OpraHoB, 3a6acToBOK, BOEHHbIX 4eiCTBUiA
ntoboro xapakTepa, BO3HUKLLKX Nocne 3akrioyeHus [lorosopa.

6.2. CtopoHa, ccbinawlascs Ha (opc-MaxopHble 06CToATENbCTBa, 00s3aHa B TeuYeHWe AByX DaHKOBCKMX [HER MUCbMEHHO WH(OPMMPOBaTH
Apyryto CTOPOHy 0 HacTynneHun nogobHbIX 06CTOATENLCTB.

6.3. KnueHT HeceT Bce BO3MOXHbIE HEONAronpusTHLIE NOCNEACTBIUS (PUCKM), CBSA3AHHBIE C MCNONB30BAHMEM SNEKTPOHHOMN NOAMUCH, B TOM YnCHE:

6.3.1. Pucku, BO3MOXHbIE NP1 XULLEHWM UNW yTEPe CekpeTHOro Kroya .
6.3.2. Pucku, BO3MOXHbIE Npu NOMy4YeHUM JOCTyNa TPeTbUX ML, K MHEOPMALMOHHBIM CUCTEMAaM, B KOTOPbIX UCMONb3YeTCs CeKPeTHbIN kntod Ol.
6.3.3. Pucku, BO3MOXHble MpU HeLeneBoM WCMONb30BaHWW cepTudmkata koya nposepku Ol npu MOANMCAHWM 3MNEKTPOHHON MOAMUCHIO
[OKYMEHTOB OpraHu3aLmm.
6.3.4. Puckn, BO3MOXHbIE Npu 0TKa3e 0T OnepaTuBHOTO MHAOPMUPOBaHUS KnneHTa 0 pacxoaHbIx onepaumsix.
7. OTBETCTBEHHOCTb CTOPOH

7.1. OTBETCTBEHHOCTb 3a COAepxaHue, MONHOTY 1 npaBunbHOCTL odhopmneHus Of HeceT CTopoHa, COCTaBMBLUAS WM MOAMMCABLUAs yka3aHHbIA
LOKyMeHT caoeit Ol.

7.2. KnueHT HeceT OTBETCTBEHHOCTb 3a AenCTBIA B CucTeMe YNoNHOMOYeHHbIX UM onb3osaTenen.

7.3. BaHK He HeceT OTBETCTBEHHOCTM 3a TEXHWYECKOE COCTOSHWE KOMMbHOTEPHOro 0bopyaoBaHus KnneHTa, BOSMOXHbIE TEXHUYECKME MOMEXM B
TeneOHHbIX NMHUAX W (MnK1) KaHanax CBS3W, NpefoCTaBfsieMblX CTOPOHHUMW OpraHu3auusMu (MpoBaiaepamu CBA3u), NpekpalleHue 1CMomnb3oBaHus
Cuctembl 16O 13-3a OTKNIOYEHUS SNEKTPOSHEPTN 1 (M) MO MHBIM TEXHUYECKUM MPUYMHAM, He 3aBUCALLMM OT BaHka, a Takke 3a NOCNeACcTBus, KOTopble
SBNAKOTCA CrieLcTBUEM HenpuMeHeHus KnueHtom Mep no obecneyeHmnio nHopmaLoHHor 6eonacHocTy npu pabote ¢ Cuctemoit [B0.



7.4. BaHK He HeceT OTBETCTBEHHOCTM 3a MPOBEPKY PETMCTPALIMOHHBIX AaHHBIX Yka3aHHOro KnueHToM Homepa TenedoHa, B YaCTHOCTW 3a NpoBEepKY
(hakTa npuHagnexHocT Homepa TenedoHa Knuenry.

7.5. BaHK He HeceT OTBETCTBEHHOCTW 3a AOCTaBKY U CKOPOCTb nepedaun SMS-coobLieHuin u (unn) yBEAOMIIEHWA NO 3MEKTPOHHON MoYTe W He
rapaHTUpyeT COXpaHeHue KOH(UAEHLNANbHOCTH U LIENOCTHOCTH NepeaBaeMoil C MX NOMOLLbI0 MHEOpMaLK.

7.6. BaHK He HeceT OTBETCTBEHHOCTb 3a YObITKM, BO3HUMKLLNE Y KnueHTa BCNEACTBIUE HEMPUHATUS K UCTIOMHEHMIO UMK NPY 0TKa3e B ucnonHeHun S,

8. PA3PELLEHUE CNOPOB

8.1. Cnopbl 1 pasHornacus paspeLuatotcst CTOpoHamu myTem NeperoBopoB B pa3yMHbIE CPOKM.

8.2. OBs3aHHOCTb MO A0Ka3bIBaHWIO 0BCTOATENLCTB NOBMEKLINX BO3HUKHOBEHWE YObITKOB NEXUT Ha CTOPOHE, KOTOPOM 3TW YObITKWA NPUYMHEHI.

8.3. Ecrm CTopoHbl He mpuwiy K B3aMMHOMY cornacuio, crop nepegaetcs B Apbutpaxtein cyn PK, npu atom Of npusHatotca CtopoHamu B
kayecTBe [OKa3aTenbCTB, HapaBHe C OKYMEHTaMK Ha ByMaxHbIX HOCUTENSIX.

8.4. OTBeTCTBEHHOCTb 3a [OeicTBus (6e3meicTBiMe) B pes3ynbTaTe KOTOPbIX KHYEBOW HOCUTENb (CekpeTHbiit kmiod Oll) ctanm u3BecTeH
HeynonHOMOYEHHbIM NLAM 1 MOCNEACTBMUS Takux AecTBIN (be3aencTeIs) HeceT BNaaenew ceptudmkata krioya nposepkun 1.

9. CPOK IENCTBWSA U NOPALOK PACTOPXEHWUSA IOrOBOPA

9.1. [loroBop cunTaeTCs 3aKMYEHHbIM C MOMEHTa noanucanus ero CTopoHamu 1 AENCTBYET A0 ero pactopxeHns CTopoHamu.

9.2. B cnyuae oTkmiodeHus (cHATUSA) BCex cyeToB KnueHTa ¢ obcnyxmusaHus no Cuctemam B0, [loroBop cynTaeTcs pactopryThIM.

9.3. Miwbas n3 CtopoH Bnpaee pacToprHyTb [lorosop B Nto6oe Bpems, npeaynpeane 06 atom apyryto CTOPOHy NMCbMEHHO HE MEHe YeM 3a NsATh
kaneHgapHbIX AHen [0 npegnonaraemoit fatbl pactopxeHus [loroBopa. [lo Aaathl pactopxenns [orosopa KnueHT obs3aH onnatuTb 3a4omKeHHOCTb
nepen baHkom, BO3HMKLLYIO BCIeACTBIE UCMONHEHNs [JoroBopa.

9.4. Tpu Hecornacum KnueHTta ¢ BHECEHHBIMI M3MeHeHnaMK B Tapnudbl baHka [Joroop cunTaeTcs pacToprHyTbIM C MOMEHTa NocTynneHns B bawk
yBegomneHus KnueHTa, HanpasneHHOro B COOTBETCTBMM ¢ N. 3.2.1.

KIUEHT:
WHH: KO:
tOpuanyeckuin agpec:

TenedoH:
Plc Ne B «CeBepHblil HapoaHbin baHk» (AO)

C Bblweyka3aHHbIMK [paBUNaMmu 03HaKOMIEH U NOTHOCTbLIO COrNaceH

(nognuce) M.M.



K 3as811eHU Ha NOOKITIoYeHUe pacyemHo20 cyema Kk Cucmeme AucmaHyUOHHO20
baHK08CK020 06CTyXUBaHUSI OM 2.

AKT NPUEMA-NEPELQAYN

r. CbIKTbIBKAp «_» r.

«CeBepHbii HapogHbin BaHk» (akuuoHepHoe 0OLWLECTBO), MMeHyemoe B pJanbHeiwem «baHk», B nuue
, C OOHOW CTOPOHbI, U , MMeHyemoe B
JanbHenwem «KnueHT», B nuue , DeNCTBYIOLLEro Ha OCHOBaHMM YcTaga, C 4pYyro
CTOPOHbI, COCTaBUMKM HACTOALMA aKT O TOM, 4TO BbaHK npou3Ben MOAKMKYEeHUe K CUCTEME 3MIEKTPOHHOTO pacyeTHO-
kaccoBoro obcnyxusanus «MHTepHeT-KnneHT», a KnueHT npuHAN MOAKMIOYEHME, COTMAaCHO 3akKmto4YeHHOMY MeXay

cTopoHamu [loroopy 0 «[uCTaHUMOHHOM 6aHKOBCKOM 0OCHYXMBaHUW MO CYETaM HOPUANYECKMX NUL, U UHAMBUZYANbHBIX
npeanpuHuMaTeneiy.

BaHk ocywecTBun perucTpaumio criegytoLero krnoyesoro Hocutens B Cucteme «/HTepHeT-KnueHT» 1 nepeaan ero
B UCMPaBHOM COCTOSHUM KIneHTy:

Kntoyeson HocuTenb , NpesocTaBneHHbIi baHkoMm

KrtoueBoit Hocutenb , NpuHagnexawmn Knuenty

baxk nepepan, a KnueHT npuHsn:
PekBu3nTbl NepcoHanbHOro napons — 1 wr.

CTOpPOHbI NPETEH3UIA APYT K APYTY HE UMEIOT.
MpuHsn: Mepegan:

«CeBepHbIn HapogHblin Bank (AO)

M.M. M.I.



Mpunoxerue 1
K lpasunam «[JucmanyuoHH020 6aHKOBCK020 0BCTY)UBAHUU NO cyemam opUOUYECKUX UL U UHOUBUOYasbHBIX npeOnpuZumamenea»
MpaBuna ucnonb3oBanusi CK3U n 3N

1. ObLme nonoxeHus

Cperctsa kpuntorpadudeckon 3awutsl nHgopmauum (CK3W) npegHasHaveHsl ans nognuck ganmnos SNeKTPOHHON nognuckio (M) ¢ Lenbio
NOATBEPXAEHMS NOANMHHOCTY MHGhOpMaLmMKu U ee aBTopcTBa (HaHHble CK3WM HasbiBaloTcs Takke cpegcteamu Jl) v wudpoBaHus aTux ¢haitnos
npv Nepefaye no OTKPbITHIM KaHanam CBA3n 4115 obecneyeHns KOHUAEHUMANBHOCTY.

Mo ucteyeHum cpoka genctaus kntoven A KnneHT obs3an 0bpatutbes B YL, BaHka Ans ux 3ameHbl.

MepenaHHble B pamkax [orosopa cpeactBa Ol u CK3W He npegHasHaueHbl Ans obpaboTki CBEAEHWN, COCTABMSHOLMX TOCYAAPCTBEHHYHO
TaliHy W He Noanexar UCMoNb30BaHMo Ans ux 06paboTku.

Knuent obsisyetca ocywectsnate ucnons3oBaHne CK3W B cooTBeTcTBUM C HacToswmmu [Mpasunamu ucnonb3oBaHus CK3W w 3l w
3KCNNyaTaLMOHHO-TEXHUYECKON AOKYMEHTALEN K HEMY.

KnneHT 0bs3yeTcs OCyLIECTBNATL XpaHeHne haiinoB perucTpauun (MPOTOKOMOB, XKypHamoB, Nor-Ghaiinos) cOObITWA OMepaLyMoHHON CUCTEMbI W
npunoxeruit, CK3W (KpuntonnarvHa) u 7.4. Ha paboumx MecTax, C KOTopbIX OCyLecTBAsANCA goctyn B Cuctemy, B TedeHne 1 roga ¢ MOMeHTa NOCneaHero
pocTyna.

2. Pabora co cpeactaamu 3l n CK3U

[ns pa6otbl co cpepctBammu 3l u CK3W npuBnekatoTcs yNoONMHOMOYEHHbIE UL, HA3HAYEHHbIE COOTBETCTBYHOLLMM MPUKA30M PYKOBOAMTENS
opraHusaumu-KnvenTa. [OMmKHOCTHbIE LA, YNONHOMOYEHHbIE JaHHbIM NpKKa3oMm 1 akcnnyatupytolme CK3W, ncnonb3yrowme CekpeTHbIe Koy
Ol (nanee - lNonb3oBaTenu), HECYT NEPCOHaNbHY0 OTBETCTBEHHOCTb 3a: COXPAHEHWE B TalHe KOH(WAEHUMANbHOM MHAOpMaLMK, CTaBLUEA UM
“3BeCcTHoW B mpouecce pabotel co cpeacteamm A u CK3W; coxpaHeHue B TalHe comepxaHns 3akpbiTbix kntodeir CK3M u cpeacts 3
COXPaHHOCTb KIIOUYEBbIX HOCUTENEN 1 APYrX AOKYMEHTOB, BblABAEMbIX C KITHOYEBBLIMIA HOCUTENSMM.

KnueHT pgomxeH obecneuuTb YCMOBUS XPaHEHWS M MCMOMb30BAHUS KIKOYEBBIX HOCUTENEW, MCKMIOYAlOWMe BO3MOXHOCTb JOCTYMa K HUM
NOCTOPOHHUX MWL, HECAHKLMOHMPOBAHHOTO UCMOMNb30BaHNA UMK KONUPOBAHUS MHAOPMALIK KITIOYEBOrO HOCUTENS U Naponei.

He ponyckaeTcs:

a) Pasrnawatb CogepXMMoe KIloUYeBbIX HOCUTENEN N nepeaaBaTb CaMu HOCUTENM NULaM, K HAM He JOMYLLEHHbIM, BbIBOAWUTb COAEPKMMOe
KITHOYEBbIX HOCUTENEN Ha AWUCTNEN U MPUHTED, UMK KOMMPOBATb €ro0 Ha ApYrue HOCUTENM;

6) BcTaBnATh KiOYEBOW HOCUTEMb B KOMMBIOTEP MPW NPoBeAeHUM paboT, He ABNSIOLWMXCS WTaTHbIMU NPOLEAYpaMn UCMONb30BaHUS KMKYEN
(wndpposaHwe u (nn) paciumdpoBbiBaHe MHopMaLmy, npoepka Al 1 T.4.), a Takke B Apyrie KOMMbKOTEPDI, HE NpegHasHauYeHHble 415 paboTbl
¢ Cucremon JBO0;

B) 3anucbiBaTh Ha KIio4YeBO HOCUTEMb MOCTOPOHHIOK MHGOPMALINID;

r) BHocuTb kakue-nnbo nameHeHus B nporpammHoe obecneyenue (ganee MN0) CK3U v cpeacts 3T,

) Wcnonb3oatb ObiBLUKe B paboTe KMOYEBbIE HOCUTENM A4S 3aN1CKh NOCTOPOHHEN MH(OPMALK;

2.1. MpaBuna akcnyaTtauun 1 XpaHeHust ANEKTPOHHOMO naeHTudmkatopa Rutoken.

a) ObeperaitTe 3MEKTPOHHbLIN MAEHTUMKATOP OT MEXaHUYECKUX BO3LENCTBUIA (MadeHuWs, COTPSACEHWs, Bubpauun 1 T. n.), OT BO3OENCTBUS
BbICOKMX W HU3KUX TEMNepaTyp, arpecCuBHbIX CPEA, BLICOKOTO HAaNPSXXeHUs; BCe 3TO MOXET NPUBECTU K ero NonoMKe.

6) He npunaraiite u3nuwuHuX ycunui npu NoACOEAMHEHUN YCTPONCTBA K MOPTY KOMMbIOTEPA.

B) He ponyckaite nonajaHns Ha SNEKTPOHHbIN maeHTudukaTop (0COBEHHO Ha ero pasbem) nbinw, rpssu, Bnarv u 1. n. pu 3acopennm
pasbema NpuMuUTe Mepbl AN UX OUMCTKM. [N OUMCTKM Kopryca U pa3bema YCTPOMCTBA UCMOMb3YNTE CYXYHO TKaHb. /Icnonb3oBaHne opraHu4eckux
pacTBopuTeneit HeonycTUMO.

r) He pasbupalite anekTpoHHbIA naeHTUdmkatop! Takue AEACTBMS MOTYT MPUBECTW K MONOMKE KOpMyca, a TakKe K MopyYe WM Moromke
9NEMEHTOB NeYaTHOTO MOHTaXa U, Kak CNeACTBUe, K HeHadexHoW paboTe 1nn BeIXOLY M3 CTPOS CaMoro aeHTudmkaTopa.

) Paspeluaetcs nogknioyatb uaeHTU(MKATOP TONMBKO K ucnpaBHOMY obopygoBaHuio. MapameTpbl USB nopta AomkHbI COOTBETCTBOBATH
cneyndukauum ang USB.

€) 3anpellaeTtcs UCnomnb3oBaTb ANMHHbIE NepexopHukun unun USB xabbl Ge3 4OMOMHUTENbHOrO MUTaHWUSs, MOCKOMbKY M3-3a 3TOr0 Ha BXOf,
npeaHasHayYeHHbIN AN naeHTuduKaTopa, MOXET NoaBaTbCH HECOOTBETCTBYIOLLEE HAMPSHKEHWE.

X) 3anpelLaeTcs M3BnekaTb 3MEKTPOHHBIA WAEHTU(MKATOP M3 MopTa KOMMbIOTEPA, €CAM Ha YCTPOMCTBE MOpraeT WHAMKATOp, MOCKOMbKY 3TO
0603HayaeT paboTy ¢ AaHHLIMM 1 NpepbiBaHue paboTbl MOXET HEraTUBHO CKa3aTbCsl Kak Ha AaHHbIX, Tak M Ha paboTocnocobHOCTY naeHTUMKaTopa.

3) 3anpeLaeTcs 0cTaBnsATb MAEHTUCMKATOP NOAKIIOYEHHBIM K KOMMBIOTEPY BO BPEMS Mepe3arpysku, yxoaa B CMIALLMA U XOYLWMA PEXUMBI,
MOCKOMNbKY B 3TO BPEMS BO3MOXHbI nepenagbl HanpsxeHus Ha USB nopTe u, kak criecTBue, BbIXOA YCTPONCTBA U3 CTPOS.

1) 3anpeLyaeTcs 0CTaBNATL MAEHTUMKATOP NOAKITIOYEHHBIM K KOMMbIOTEPY, Koraa HeobxognmocTs B pabote ¢ O u CK3W otcyTcTByeT.

k) PekomeHgyeTcs otkniouatb apyrme USB ycTpoiicTa Ha Bpemsi paboTbl C 3MEKTPOHHBIM MaeHTUdmMKkaTopoM. bonblioe konuyectso USB
YCTPONCTB MOXET NPUBOAUTL K 3HAUMTENBHBIM U3MEHEHUAM B pexumax nutaHus USB nopToB KoMNbOTEpa U, KaK CeacTBue, K BbIXOAy M3 CTPpOst
3NEKTPOHHbIX UAEHTUUKATOPOB.

n) B cnyyae HencnpaBHOCTYU Ui HENPABMIBHOTO (PYHKLMOHMPOBAHMS SNEKTPOHHOMO uaeHTUdMkaTopa obpatyanTeck B YL baHka.

3. ObecneyeHne NHGOpMaLMOHHON Be3onacHoCTM Ha paboyeM MecTe

KnueHt obsizaH obecneunBatb GesonacHoe yHKUMOHMpoBaHMe CK3W B COOTBETCTBMM C nepedaHHoi emy gokymeHTaumeid CK3U n
cnegytowmmm Tpebosannsmu no BesonacHocTy:

C uenblo 3alWuTbl OT Yrpo3, CBA3aHHbIX C MOSIBNIEHWEM B CeTW VHTEpPHET NOXHbIX (GhanbCuhULMPOBaHHBIX) PECYPCOB, MMUTUPYHOLLMX
nporpammHbIn uHTepdenc Cuctemsl B0, HeobxoaMMO OCYLLECTBNSATL JOCTYN K HEM TOMBKO Mo YkasaHHomy B loroBope URL-agpecy.

3awumta MHGopmaLuM OT HecaHKLUMOHWpOBaHHOro poctyna (aanee HCL) pomkHa obecneumBaTbCsl Ha BCEX TEXHOMOTMYECKMX aTamax
00paboTkm MHopMaLK 1 BO BCEX pexMMax (PYHKLMOHMPOBAHMS, B TOM YKCTE MPU NPOBELEHUM PEMOHTHBIX 1 pernamMeHTHbIX paborT.

3awmta uHdopmauyum ot HCLl gomkHa npegycmaTpueaTh KOHTPOMb 3GhGEKTUBHOCTU cpeacTB 3awuTbl oT HC[. OTOT KOHTPONb MOXET BbiTh
nmbo nepuognyeckum, MMbo NHULMMPOBATLCS MO Mepe HEOOXOAMMOCTY NOMb30BaTENeM UM agMUHMCTPATOpPOM Be3onacHoCTy.



lMpaBom goctyna k pabousum mMectam C ycTaHoBrneHHbiMu CK3W pgomxHel obnagath TOMbKO OnpedeneHHble Ans SKCnnyaTauuu nuua,
NpoLUEeALLIME COOTBETCTBYIOLLLYIO MOArOTOBKY.

Mpy pa3MeLLeHnn TEXHNYECKMX CPELCTB € yCTaHOBNEHHbIM CK3W:

a) [lomkHb! ObITb MPUHSATBI MEPbI MO MCKIIOYEHNIO HECAHKLIMOHMPOBAHHOMO JOCTYMa B MOMELLEHNS, B KOTOPbIX Pa3MeLLieHbl TEXHUYECKe CPeACTBa C
ycTaHoBneHHbIM CK3IA, nocTopoHHMX nuLy, MO pogy CBOEH AEATENbHOCTU HE SBMSOLLMXCA NEPCOHANIOM, JOMYLLUEHHbIM K paboTe B STUX NOMELLEHUSIX.

Mpodonxerue Mpunoxerus 1
Kk Mpasunam «JucmaHyuoHH020 baHK08CK020 0bCTyXUBaHUU NO cyemam topuduyeckux nuy u uHousudyarnbHbIX npednpuHumamenel»
6) BHyTpeHHsIS nnaHupoBKa, pacnonoXeHne U YKOMMNEKTOBAHHOCTb pabounx MECT B MOMELLEHMsSX JOMKHbI 0BecneumBatb WCMOMHUTENAM
paboT COXpaHHOCTb JOBEPEHHBIX UM KOH(MAEHUMANbHBIX JOKYMEHTOB M CBEAEHMIA, BKIKOYas KMHOYEBYO MH(OpMaLMO.
Mpw ycTaHoBKe nporpammHoro obecneveHust CK3W cnemyet:

a) Ha TexHuyeckux cpeacrteax, npegHasHaveHHbIx ans pabotsl ¢ CK3W ncnonb3osath Tonbko nuueH3noHHoe MO dupm-u3rotoButenei.

6) Ha OBM He pomkHblI ycTaHaBnuBaTbCsi cpeactBa paspabotku MO w otnagumku. Ecnu cpeactBa OTNapku MPUIOXEHUA HYXHbl AN
TEXHOMOTMYECKUX NOTPEOHOCTEN OpraH13aLmu, TO UX UCTONb30BaHNE JOMKHO BbITb CAHKLMOHMPOBAHO agMUHUCTPaTOPOM 6e30MmacHoCTU.

Mpm 3TOM LOMXKHbI BbITb pean3oBaHbl MEPbI, UCKNIOYAKOLLME BO3MOXHOCTb MCNONb30BAHNS 3TUX CPEACTB 4N PEAAKTUPOBAHNS KOAA U NaMsTy
CK3W n npunoxeHnun, ucnonb3ytowmx CK3W, a Takke ans npocmotpa koga v namatu CK3U u npunoxenuin, ncnonssytowmx CK3W, B npouecce
0bpabotku CK3W 3awmiiaemon nHgopmaLmuy 1 (Mnm) Npu 3arpyxeHHoN Ki4eBon MHGopMaLmu.

B) pedycMOTpeTb Mepbl, MCKMIYalowme BO3MOXHOCTb HECAHKLUMOHWPOBAHHOTO He OOHapyXWBaeMOro M3MEHEHWS! annapaTHOW 4acTu
TEXHNYECKNX CPELCTB, Ha KOTOpbIX ycTaHoBneHbl CK3W (Hanpumep, nyTem onevatbiBaHus cucTeMHoro 6roka 1 pasbemos OBM).

r) MO, ycraHaBnueaemoe Ha 3IBM c¢ CK3W, He pomxHO comepxaTb BO3MOXHOCTEM, MO3BOMSIOWMX: MOAMMULMPOBATL COAEPXUMOE
NpOM3BONbHbIX 06racTei NamaTh; MoaUdULMPoBaTL COBCTBEHHBIN KOA U KOA APYIMX NOANPOrpamm; MOANMULMPOBATL NaMsATb, BbIAENEHHYO AN
ApYrMX nogmnporpamm; nepefasaTb ynpaeneHue B 006nacTb COBCTBEHHbIX AAHHbIX W AaHHbIX LPYrMX MOANPOrpaMM; HECAHKLMOHWPOBAHHO
moancuumMpoBaTh aiinbl, cogepxaline UCnornHseMble KOAbl NPU UX XpaHEHWM Ha XeCTKOM AMCKE; NOBbIWAaTb NpefocTaBneHHble NpuBmMneriy;
MoamduLMpOBaTL HAaCTPOVKN onepaumoHHoi cuctembl (ganee OC); ucnonb3oBaTb HEAOKYMEHTUPOBaHHbIE upMoii-paspabotynkom dyHkumum OC.

) PexomeHayeTcs nepuognyecky NpoBepsTb Ha OTCYTCTBME annapaTHbIX 3aknafgok annapaTypy, Ha KOTOpOW ycTaHaBnueaeTcs u pabotaet
CK3W. HeobxoammocTb Takux NpoBEPOK ONpeaenseTcs peLleHnemM pyKOBOACTBA SKCMIyaTUPYIOLLEN OpraHu3aLmm.

Mpw opraHnsaumum paboT no 3awute uHgopmauum ot HCJl Heobxoanmo yunTbiBaTh Cneaytowme TpebosaHus:

a) Heobxogumo paspaboTaTb 1 NPUMEHUTL NOMMTUKY HA3HAYeHWs 1 cMeHbl naponeit (ans Bxoga B OC, BIOS, npu wudpoBaHum Ha napone 1
T.4.), UCNONb30BaTh UNLTPbI NAPONEt B COOTBETCTBIM CO CAEAYHOLMM NpaBunamu:

- AN1Ha napons fomkHa ObITb He MeHee 8 CUMBOIOB;

- B unCre CUMBOMOB Napons 0653aTenbHO AOMKHbLI MPUCYTCTBOBATL ByKBbI B BEPXHEM W HXKHEM PETUCTPaX, LMpbl 1 cneupnanbHbie CUMBObI
(@ #9%, & * %utn);

- naporb He [OMKEeH BKMoYaTb B ce0s NErko BbluMCISiEMble COYETAHWSI CUMBOMOB (MMeHa, hamunun 1 T.4.), @ Takke obLienpuHsTbIE
cokparueHns (USER, ADMIN n T.4.);

- NPU CMeHe Napors HOBOE 3HaYEeHWEe JOMKHO OTNUYATLCS OT NPeAbIAYLLEro He MeHee YeM B 4-X No3nuusX;

- NIMYHBIN NapPOnb NONb30BAaTENb HE MMEET NpaBa CoobLLATb HUKOMY;

- NEPMOANYHOCTb CMEHbI Mapons ONpeaenseTcs NPUHATON NONMTIKON 6e30NacHOCTH, HO HE AOIMKHA NpeBbILaTh 6 Mecales.

Yka3aHHas nonuTika obssartenbHa Ans BCEX YYETHbIX 3anucen, 3apernctpupoBaHHbix B OC.

6) CpercrtBamu BIOS pgomkHa ObITb MckmioyeHa BO3MOXHOCTb paboTsl Ha OBM ¢ CK3W, ecnv Bo Bpems ee Ha4anbHOM 3arpy3ku He NpoXogsT
BCTPOEHHble TecTbl. AMMHWUCTPaTop 6e30MacHOCTM [LOSKEH CKOH(MIypupoBaThb OMEpaLWOHHYI0 CUCTEMY, B CPede KOTOPOW MnaHMpyeTcs
ucnonb3oBatb CK3W, u ocyLuecTBnSTb NEPUOANYECKMIA KOHTPOMb CAENaHHbIX HACTPOEK B COOTBETCTBUM CO CrieayioLuMmu TpeboBaHMAMK:

- He ncnonb3oBatb HeCcTaHAapPTHbIE, M3MEHEHHbIE Uk 0TNaao4Hble Bepcin OC.

- VckniounTb BO3MOXHOCTb 3arpyski 1 ucnonb3osaHns OC, OTANYHON OT NpeLyCMOTPEHHOM LWTAaTHON paboTo.

- WckrniounTb BO3MOXHOCTb YAaNeHHoro ynpasneHus, agMUHUCTpUpoBanus U Moaudukauum OC 1 ee HacTpoex.

- Ha 3BM pomxHa ObITb yCTaHOBNEHA TOMBKO OAHA OMepaLyoHHas cuctema.

- MpaBom ycTaHoBkm u HacTpoitkn OC n CK3W gormkeH obnagath Tonbko agMuHMcTpaTop 6e3onacHocTy.

- OC gomxHa BbITb HacTpoeHa Tonbko Ans pabotel ¢ CK3W. Bee Hemcnonb3yeMble pecypebl cUCTEMbI HEOBXOAMMO OTKITKOUUTL (POTOKOMbI, CEPBMCHI
nT.n).

- Pexmmbl BesonacHocTy, peanuaoBaHHble B OC, AOmKHbI ObITb HACTPOEHbI HA MAKCUMarbHBbIA YPOBEHS.

- Bcem nonb3osatensm u rpynnam, 3apeructpupoBadHbiM B OC, HE06X0AMMO HasHauUTb MUHUMAbHO BO3MOXHbIE NSt HOPMarbHORA paboTbl
npasa.

- Heobxooumo npegycmoTpeTb Mepbl, MakCUManbHO OrpaHvyMBaloLLMe OOCTYN K CReaylowmuM pecypcam CUCTEMbl (B COOTBETCTBYHOLLMX
YCMOBUSIX BO3MOXHO MOMHOE YAaneHWe pecypca UK ero HeMCnonb3yeMomn YacTi): CUCTEMHbI PeecTp; (halrbl 1 kaTanory; BpeMeHHble danrbi;
XYpHarbl cMCTeMbl; (hainbl NOAKAYKK; kaLLMpyemas MHcopMaLms (naponu 1 T.n.); 0Tnago4Has MHgopmaLms.

- [lomkHo BbITb UCKMIOYEHO MONafaHie B CUCTEMY MPOrpamM, NO3BOMAOLLMX, NOMb3ysich olwmbkamu OC, NoBbILLATL MPEAOCTABNEHHbIE MPUBKETAN.

- Heobxopmmo opraHn3oBath 1 MCMONb30BaTh KOMMIEKC MEPONPUATUA aHTUBWUPYCHOI 3aLUuThI (BKMKOYAIOLLMIA B Cebs YCTAHOBKY aHTUBUPYCHOTO
MPOrpamMMHOro 0b6ecneyeHus).

- Heobxogumo perynsipHo yctaHaenuBaThb naketbl o6HoBneHns 6esonacHoct OC (Service Packs, Hot fix u 1.n.), 06HOBNATb aHTUBMPYCHbIE
Basbl, a Takke uccnegoBaTb WHAPOPMALMOHHBIE PECYPChI MO BOMPOCAaM KOMMbIOTEPHON 6€30MacHOCTH C Lienblo CBOEBPEMEHHON MUHUMN3ALMN
OnacHbIX NOCNeCTBINA OT BO3MOXHOro Bo3aencTaus Ha OC.

-Mpn wcnonb3oBaHum CK3W Ha OBM, noOAKMKOYEHHbIX K OOWEAOCTYMHbIM CETAM CBS3W, C LEMb  MCKIIOYEHUS BO3MOXHOCTM
HEeCaHKLMOHMPOBAHHOMO JOCTyMa K CUCTEMHbIM PECYpPCam MCMONb3yeMbIX OMepaLnoHHbIX CUCTEM, K MPOrPaMMHOMY OBECTIEYEHMI0, B OKPYXEHUN
koToporo yHkunoHupyT CK3W, n k komnoHeHTam CK3W co CTOPOHBI yka3aHHbIX CETEM, AOMKHbI UCMOMb30BATHCS [OMONHUTENBHbBIE METOAbI U
CPEeACTBa 3aLLMThI (HANPUMEP: YCTaHOBKA MEXCETEBbIX 3KPaHOB, opraHuaauus VPN 1 T.n.).



4. [lenctaus B cnyvae komnpomeTayum knoden Ol

KnueHT camocTtosTensbHO onpedensieT (akT KoMMpoMeTauuu npuHagnexallero emy cekpetHoro knova 3. Meponpuatus no posbicky M
nokanuaauum nNOCneacTBMiA KOMMpOMETaLMM KOH(MAeHUmanbHon uHdopMaummn, obpabatbiBaeMon ¢ nomouwpto cpeacts CK3W u 3l B
MHE(OPMALMOHHBIX CUCTEMAX, NpUHaanexawmx Knuenty, opraHusyet cam KnneHr.

Mpu komnpomeTauun cekpeTHoro knmtoda Ol KnueHT fomkeH HeMEeANeHHO NpekpaTUTb BCe paboTbl, CBA3aHHbIE C nepefavelt JOKYMEHTOB B
3NEKTPOHHOM BWAE MO KaHanam CBs3n, U coobmTb B baHk 0 dhakte komnpomeTauuu. MHdopmaums o koMnpoMeTauu MOXeT nepeaaBaThCs Mo
TenedoHy N1 HenocpeacTBEHHO ynonHomoueHHoMy nuuy YL Banka. He no3gHee 1 yaca mocrne nocTynneHust cOOBLLEHUs 0 KOMMpPOMETaLMH
kntova, OymyT 3abrokvMpoBaHbl 3NMEKTPOHHble JOKyMeHTbl B Cucteme [BO, noanucaHHble CKOMMPOMETMPOBAHHBIM CEKPeTHbIM knoyom Ol
Knuenta. MpogonxeHne pabotsl B Cucteme 5O BO3MOXHO TOMBKO NOCHE 3aMeHbI CKOMMPOMETUPOBAHHBIX KIHOYeEN.

[ns reHepauum HOBbIX CEKPETHbIX Krtoyei Al Bragenew cepTudmkata knmtoda nposepkn M, y KOTOPOro Gbin CKOMMNPOMETUPOBAHbI KITHOuM
Ol, gomxeH obpatutbes K ynonHomoueHHomy nuuy YL| Banka, npegoctasus 3assneHue ob ot3biBe ceptudukarta (MpunoxeHue 5) u LOKyMEHTI,
YOOCTOBEPSIHOLLME NNYHOCTb.

C HacTosLMMK NpaBUIaM1 03HAKOMITEH(a), NX COAEpKaHNe MHE NOHSITHO:
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OBA3ATENNBCTBA
Bnagenbua ceptudukarta knoda nposepku M n CK3N

ﬂ’
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OBA3YIOCh:

He pasrnawaTb KOHUAEHUManbHy MHGopMaLmo, K KOTOPOM UMeE A0MycK, pybexu ee 3aliuTbl, B TOM YuCne
CBELEHNS O KPUNTOKMIOYAX;

cobntogate TpeboBaHus k obecneyveHno Be30nacHOCTU KOHGMAEHUMATNBHON MHGOPMaLMU C UCMONb30BaHUEM
CK3MK;

coobLatb B YA0CTOBEPSIOLLMIA LieHTp BaHka 1 HenocpeaCTBEHHOMY PYKOBOAUTENIO MO MeCTy paboTbl O CTaBLUMX
MHE M3BECTHbIMW NOMbITKAX NOCTOPOHHWX MWL, NoMNy4uThb cBeaeHus 06 ucnonb3yembix CK3W unm kroyeBbIX JOKYMEHTaX K
HUM;

caatb CK3W, akcnnyaTaLnoHHY0 U TEXHUYECKYKD JOKYMEHTALMIO K HUM, KIHOYEBbIE [OKYMEHTbI MPW YBOSIbHEHUM
WK OTCTPAHEHWM OT UCMOMNHEHUS 06513aHHOCTEN, CBSA3AHHBIX C UCMoNb3oBaHneM CK3MU;

HeMeaneHHO YBeAOMUTb YA0CTOBEPSIOLMA LeHTp baHka 1 HenocpeacTBEHHOrO PyKOBOAMTENS MO MeCTy paboThb
0 (paktax ytpatbl unu Hegoctaun CK3W, kntoyeBbIX AOKYMEHTOB K HWM, KMOYEN OT MOMELLEHUA, XPaHWUMWLL, FIMYHBIX
neyaten W o Apyrux aktax, KOoTopble MOryT MPUBECTM K PasrnalleHNo 3alMiLaeMblX CBeAEHUN KOHUAEHUMANBbHOMO
XapaKkTepa, a Takke 0 MPUYMHAX W YCIOBMSX BO3MOXHOM YTEUKM TaKkuX CBEAEHNN.

£ npepynpexaeH(a), Yto B Criyyae HapyLweHWs AaHHbIX 0053aTenbCTB S HECY NIMYHYI0 OTBETCTBEHHOCTb COMacHoO
[ENCTBYIOLLEMY 3aKOHOL4ATENbCTBY, KO MHe MOryT OblTb MPUMEHEHbl aAMWHWUCTPATWBHblE Mepbl, B TOM uucne
npekpaLleHne OTHOLWeHW ¢ ucnonb3oBaHmem CK3M, a B criyyae npuumHeHns matepuanbHoro yuepba baHky — mepel
MaTepuanbHON OTBETCTBEHHOCTW B COOTBETCTBUM C AENCTBYHOLLMM 3aKOHOLATENbCTBOM.

I'Iomsepmnaro NPUHATUE Ha cebs YKa3aHHbIX BbILLE 0653aTenbCeTB, X COAEepXaHWe MHE NOHATHO:

«__» 20 T

(nodnuce)

Btopon ak3emnnsp o6s3aTenscTs nonyyun(a):

«_» 20 r.

(nodnucs)



MpunoxeHue 2

3asBneHue
Ha noAKnYeHue fJononHUTenbHbIX Monb3oBatenen Kk Cucteme AUCTaHUMOHHOIrO 6aHKOBCKOro 006CnyXuUBaHUA
(ABO)

r. CbIKTbIBKap

3asBuTenb (ykasbiBaetcs Bnageney cyeTa)
 NHH: . men.: , POCUT NOAKMIOYMUTL K cyeT(am) B Cucteme
OB0 WHTepHeT-KnueHT cnegytowmx Monb3osatenen:

damunus, ums, 0T4ECTBO Cuer(a) C npaBoM nognucu NnaTexHbIX

AokymenToB ([a/Het)*

* BO3MOXHOCTb Mony4yeHus npaBa nognucu Ol u coyeTaHWe NOANUCENA ONpPeAenseTcsi B COOTBETCTBUM C
kapToukoi obpasuoB nognucei. Mo GaHKOBCKMM cuyeTaM (pU3MYECKUX NKL, NO KOTOPbIM KapTouka obpa3uoB
noanuceir He od)opmnsAeTCcs, INEKTPOHHas noanucb odopMnsieTcs Ha BnagenbLa cyeTa M (MnM) Ha
npeAcTaBUTENs, NPeJOCTaBUBLIETO AOBEPEHHOCTb, YAOCTOBEPEHHY0 HOTapUanbHo.

3asBuTenb ( )
(nodnucs) (pacwucpposka)
M.IM.
« » 20 r
OTMETKWU BAHKA
MonHomoums 3asBuTENS Ha pacnopsxeHne AeHeXHbIMU |_|0}J'KJ'IIOLII/1Tb cyet k Cucreme HEO cornacHo
cpencrBamu Ha c4etTe KnuneHTa nposepun 3a4BNeHnto

M.IT.




MpunoxeHue 3
«CeBepHbin HapoaHbin bank» (AO)

oT

(HaumeHoBaHwe kneHTa, OO npeacTaBuUTENs, JOMKHOCTb)

Ten.

3asBneHue
Ha NOAKNKYEHUe YCNyrn onepaTMBHOrO MH(HOPMUPOBAHMSA O PACXOAHBIX OnepaLusax

Mpowy NOAKMOYNTb  YCryry OnepaTMBHOrO WMHQOPMMPOBAHUS O PacXOAHbIX Onepauusx Mo  PacyeTHOMY CYETy
Ne

£l yBe#OMIEH 0 TOM, YTO YCryra CHUXKaeT BO3MOXHbIA PUCK HACTYNNEeHNA He6NaronpuATHLIX ANA MeHSA NOCNeACTBUN,
BO3HUKIIMX B pe3ynbTaTe HenpaBOMEPHbIX AEUCTBUA TPETbUX NUL C AEHEXHbIMWU CPeACTBaMM, HaXOAAWMMUCA Ha
noakntoveHHbIx K Cucteme [1BO cyertax.

|:| - CMC co06LLeH!s Ha TenedoHHbI HOMep

paLueHanh topmat CMC 2

O PaclunpeHHbin choopmat CMC 3

|:| - QneKTpoHHas nouta (e-mail):

PekomeHayeTcs MCMONb30BaTh OTAENbHbIA 3NIEKTPOHHBIN aapec Ans nonyveHns nHdopmauum 06 onepaumsix.

Bce npeabigylwime 3asBneHMs Ha NOAKNKOYEHME YCNyr MH(POPMUPOBAHUA O PacCXOAHbLIX Omepauusax no
pac4yeTHoMy cyeTy B Cucteme guctaHUuoHHoro 6aHkoBckoro oocnyxusanusa (0BO), ecnu TakoBble UMeNn mMecTo
ObITb, CYUTAIOTCH YTPATUBLIMMM CUNY (HEAEUCTBUTENBbHbLIMK).*

3assuTenb ( )
(nodnuce) (pacwucpposka)

M.M.

1 [lonyckaeTcs ykasaTb TONbKO OAMH HOMEP TenedoHa 1 BbIBpaTh TOMbKO OfMH U3 yka3aHHbIX (hopMaToB

2B cokpalLeHHom dopmaTe B CMC yka3bIBaKOTCS TONBKO CyMMbI PACXOAHbIX NNaTeXHbIX [JOKYMEHTOB

3 B pacwumperHom cpopmate B CMC ykasbiBatoTcs CymMbl B pa3pese nonyyarenei

4 [Inst n3MeHeHNs peKBu3NTOB (HoMepa TenedoHa, BUAA YCIyry, aapeca 3MEKTPOHHOI MOYTbI) UCTIONb3YETCS 3TO e NPUMOXEHNE.



MpunoxeHue 4

3anBneHue
Ha yCTaHOBKY orpaHuyeHuii B Cucteme aucTaHUMOHHOro 6aHkoBckoro oocnyxusavus (0B0)
3asBuTenb (yka3biBaetcs Brageney cyeTa)
MHH: . men.: , MPOCUT YCTAHOBUTL OrpaHUYeHns npu

pabote B cucteme IEO VIHTEPHET-KIMEHT.

MepeyeHb BapuaHTOB OrpaHNYEHNI:

Ha MakCumMmarbHyt0 CyMMy nepesoda AeHEXHbIX CPEACTB 3a O4HY onepaunto

Ha MakcUMasbHyto CyMMy NepeBOOB AEHEXHbIX CPeacTB 3a 1 AeHb

Ha nepevyeHb BO3MOXHbIX nonyaneneVl [EHEXHbIX CPeACTB |:| YcTaHoBUTb

[NepeyeHb BO3MOXHDBIX MosyyaTeneil npunarato

Ha BpeMeHHOﬁ nepuoq, B KOTOprI7I Moryt ObITh CoBepLUeHbI nepeBobl

c: 0:
AEHEXHbIX CPEACTB; A

Ha nepevyeHb WMAEHTUMKATOPOB YCTPOMCTB, C MCMOMb30BaHWEM KOTOPbIX [ 1 veranosums
MOXeT OCYLLECTBNATLCS MOATOTOBKA M (UMW) NOATBEPXAEHWE KIMEHTOM

. NepeyeHb naeHTUrKkaTopoB CTPONCTB
3NEKTPOHHBIX COOBLLEHMIA, P A ¢ P yetp

npunaratw

Orpannyenust HE ycTtaHaBnmBeaTh (CHSATD)

OTMeTbTe ranoykoi orpaHuieHne n(unu) ykaxuTe, ecrn Hago, LONOMHUTENbHbIE NapamMeTpbl OrpaHNYEHNS.
Bce npeabigywme 3aaBneHns Ha yCTaHOBKY orpaHuyeHuin B Cucteme gMCTaHUMOHHOro 6aHKOBCKOro
obcnyxuBaHus (BO), ecnu TakoBble MMeNU MeCTO BbITb, CHATAIOTCA YTPATUMBLUIMMU CUNY (HeAEUCTBUTENbHBIMMU).

3asBuTens ( )
(nodnuce) (pacwucpposka)
M.IT.
« » 20 1
OTMETKW BAHKA
lMonHomouust 3asBUTENS HA PACMOPSHKEHNE AEHEXHbIMM MopkntounTb cyeT k Cucteme [1I6O cornacHo
cpefcTBamyu Ha cyeTe KnueHTa nposepun 3asBNEHNIO

M.IT.



Mpunoxexue 5

(GomKHOCMb YNOMHOMOYEHHO20 Auua
«CegepHbiil HapodHbiti bark» (AO))

(oH10)
Or
(OomxkHocmb, HaUMEHO8aHUE opaaHu3ayuU)
(oH10)
3anBneHue

Ha 0T3bIB CEpTUMKaTa Krioda NPOBEPKW ANEKTPOHHOM MOANMCH

B cooteetctBUM C [MpaBunamn «[AUCTaHLUMOHHOMO 6GaHKOBCKOrO OOCMYXMBAHWA MO CHYETAM HOPUAMYECKUX NUL
WHOMBWAYaNbHBIX NpeanpuHUMaTenein» usseLar «CesepHbin HapoaHbi baHk» (AO) o

(ykazamb npuyuHy omablea cepmugbukama: KoMnpoMemauyus cekpemubIx kitodeli 3M1, npekpalieHue nonHomoyul Bradenbya cepmucbukama u
m.o0.)

W NpOLLY 0TO3BaTb CEPTUMKAT NPOBEPKYM KNtoYa NEKTPOHHOMN NOANUCH, OPOPMITEHHOIO Ha

(@10 AboHeHma — chuanyeckoro fiuya, enadenbya cepmugukama Kio4a NPo8epKU 31eKMPOHHOU nodnucu)

CepuitHbIii HOMEp 0T3bIBAEMOrO CepTudmkaTa kntoda nposepku OlT:

[ata: « » 20__ropa. Moanuce:

M.I.

Takke nNpoOLy 3aperucTpupoBaTb HOBbIM CEepTU(MKAT Krova MPOBEPKM 3NEKTPOHHOW MNOAMUCM B CBA3W C
BHEMNMAHOBOW 3aMEHON KIKo4a B MCMOMb3yemoi MHon Cucteme.
Onnaty rapaHTupy.

[aTa: « » 20__ ropa. Moanuce:

M.M.

[ns cnyxebHbIX OTMETOK COTPYAHMKA BaHka

MpuHsaTo roga __ 4acoB __ MWHYyT WcnonHeHo roga __ 4acoB __ MWHYT

[MpuHsn: (nodnuck) Vcnonxun: (nodnuck)

* Mognuch Briapenbua cepTudmkaTa unm Nnua, ykasaHHoro B kapTouke 06pa3LioB Noanmceit




[MpunoxeHue 6

Mpeacenatento MpaBneHus
«CeBepHblit HapogHblin baHk» (AO)

Mepaakosy B.E.
oT
(GomxHocmb, HauMeHosaHue opeanusayuu, ®./.0. (W)
p/cy Ne
Ten.:
3asBneHue
0 npuoctaHoBneHun 160
MpoLwy BPEMEHHO NPUOCTaHOBUTL oBCnyxMBaHWe cyeta Ne no
[loroBopy [AMCTaHUMOHHOrO 6aHKOBCKOrO OOCMYyXMBAHWS NO CYeTaM  HOPUAMYECKUX MWL, M UHOMBMAYANbHbIX

npeanpuHumatenei («MHTepHeT-KMMeHT») C«__ » 20T

(noanuce/neyats, paclumdpoBka Noanucy)

(0ama)



[MpunoxeHue 7

Mpeacenatento [MpaBnexus
«CeBepHblit HapogHbin baHk» (AO)

Mepsakosy B.E.
oT
(GomxHocmb, HaumeHogaHue opearusayuu, ®./.0. (UI1))
p/cy Ne
Ten.:
3asBneHue
0 Bo3o6HoBneHun 16O
Mpowy ¢ «__ » 20__ r. B0306HOBUTL 06CNyxuBaHue cyeTa Ne

no [loroBopy [AMCTaHUMOHHOrO 6aHKOBCKOrO OBCMyXMBaHWS NO CYyeTaM HOPUAMYECKMX WL W MHAMBUAYamNbHbIX
npeanpuHumatenei («MHTepHET-KMUeHT»).

(noanuce/nevats, paclumdpoBka Noanucy)

(0ama)



